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1 INTRODUCTION

The following document outlines the minimum requirements for acceptable documentation intended for submittal to the Unified Capabilities Certification Office (UCCO) in support of the Unified Capability Approved Products List (UC APL) testing.  Anyone attempting to access the APL Test Submittal form is first routed through an introductory banner page where the following documentation requirements are outlined:

1.1 Pre-Tracking Number Documentation
1) A detailed diagram of the test environment. 
2) A comprehensive product documentation set.
3) A list of all system components with descriptions, the underlying operating system, all applicable applications, and all applicable version numbers.

4) Completed STIG Questionnaire 
All applicants attempting to complete a submittal must first agree to provide these documents to the UCCO in order to receive a tracking number and start processing of the submittal for testing. This document is meant to assist solution vendors and sponsors in the development of the above identified solution documents and to reduce the amount of time wasted time by all parties involved in achieving acceptable product documentation packages.  

All documentation should be submitted to the UCCO at the following address:

Oberon Associates Inc.,

ATTN:  UCCO APL Documentation
9700 Capital Court, Suite 301

Manassas, VA 20110

e-mail:  ucco@dsn-ucco.org 

Phone:  (703) 365-8801
1.1.1 Solution Documentation
Documentation Format 
Acceptable formats for product documentation are the following:

· Microsoft PowerPoint

· Microsoft Word

· Adobe Acrobat Portable Document Format (PDF)

· Microsoft Visio

· Microsoft Paint.
If Visio is used, please note the Visio version (i.e., 2000 Technical, 2002 Standard or 2003 Professional, etc.).  When submitting the documentation, include the .vsd file.  If the diagram is incorporated inside the system and component description document, the .vsd file is still required to be sent.  If an Adobe Acrobat file is sent, ensure that the file is not protected against copying, printing, or selection.
Table 1.1 – Documentation Checklist

	Diagram
	 FORMCHECKBOX 


	System description
	 FORMCHECKBOX 


	Component description
	 FORMCHECKBOX 


	Maintenance and operating manuals
	 FORMCHECKBOX 


	Whitepapers
	 FORMCHECKBOX 



System Description

Provide a brief description regarding the functionality and purpose of the entire solution.   This is usually just a paragraph.  It gives the reader a clear understanding of what type of solution it is, i.e., Private Branch Exchange (PBX)1, PBX2, Network Element, etc.  Please spell out acronyms if they are used.
Solution Components

All solution components that will be involved in the testing of the solution need to be clearly identified in the solution’s product documentation.  If there are components needed to provide proof of functionality for the system under test (SUT), but not targeted for IO and Information Assurance (IA) certification and accreditation, these components need to be clearly identified and remain outside the test boundary.  The test boundary should be clearly identified within the diagram using lines around the components of the SUT.  The only solution components that are represented in the diagram as part of the SUT should be those components desired by the government sponsor of the solution. No optional solution components that are available for purchase but not requested or needed by the government sponsor should be included in the SUT diagram submitted to the UCCO.  See Figure 1.1 as example of an acceptable solution diagram.
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Figure 1.1 – Sample Diagram for Submission
The items identified within the heavy solid lines are items within the test boundary.

Use this example diagram to show a functional item that falls outside the test boundary.  Note the operating systems (OSs), applications, databases, web servers, Internet Protocol (IP) addresses, etc. applicable to the solution.  Creation of a legend is required.  All acronyms used will be defined in the drawing and in the documentation upon first use.  

Component Description

Provide a brief description of each component in the solution noting its function.  Ensure marketing language is removed from the component descriptions and hardware/software versions are accurate. 

Use the following format as an example:

Component #1.  Component description, primary and secondary functions, unique hardware features, (i.e., failover, active or passive), without marketing language.  Also indicate whether or not the system is the primary or the subordinate in the SUT.

1) Hardware.  The model, not the host name.

2) OS.  This includes versions and any service pack (SPs).

3) Application.  Custom vendor software version 4.2, Microsoft Structured Query Language (SQL) 2000 SP4, McAfee Enterprise 8.0.0i.

4) Firmware. 

5) IP address. 

Component #2.  Component description, primary and secondary functions, unique hardware features, (i.e., failover, active or passive), without marketing hype.  Also indicate whether or not the system is the primary or the subordinate in the SUT.
1) Hardware.  The Model, not the host name (i.e., Vendor Chassis)

a. Card 1- Card 1’s description.

b. Card 2- Card 2’s description.

c. Additional components as needed.

2) OS.  This includes versions and any SPs.

3) Application.  Custom vendor software Version 4.2, SQL 2000 SP4, McAfee Enterprise 8.0.0i.  

4) Firmware.

5) IP address.

Solution OSs 

As shown in the Sample Solution Diagram, the specific OSs of all components within the certification boundary of the SUT, including patch level and service pack details, need to be clearly identified and labeled on the provided diagram.  The specific OS identified in the diagram needs to be identical to the system intended to be deployed by the government sponsor of the solution.  

(*Note:  It is very important that the vendor and sponsor of any solution discuss and agree upon the OSs of each component of the solution prior to submitting their documentation to the UCCO.)

Solution Applications 

As shown in the Sample Solution Diagram, the specific application details of any non-standard applications (i.e.: Microsoft Office Suite) running on any of the components within the certification boundary of the SUT, including software release or version details, need to be clearly identified and labeled.  The specific application information system identified in the diagram needs to be the exact same as what is intended for deployment by the government sponsor of the solution.  

(*Note:  It is very important that the vendor and sponsor of any solution discuss and agree upon the details of the applications desired for each component of the solution components prior to submitting their documentation to the UCCO.)

Solution Connections 

As shown in the Sample Solution Diagram, the specific details of all connection types supported by the SUT that are desired to be covered within the certified configuration of the solution must be clearly detailed and labeled in the diagram submitted to the UCCO.  The only solution connections that are represented in the diagram as part of the SUT should be those components desired by the government sponsor of the solution.  No optional solution connection types that are available but not requested or needed by the government sponsor should be included in the SUT diagram submitted to the UCCO.  

(*Note:  It is very important that the vendor and sponsor of any solution discuss and agree upon the details of the connection types necessary to support the configuration of the solution intended for actual deployment by the sponsor prior to submitting their documentation to the UCCO.)

Solution Management/Administration

Most solutions have a number of different options available to manage the solution.  The main options fall under the following categories:

1) Local Management Only

a. Management directly connected to the terminal.

b. Management directly connected to an administrative personal computer (PC)/laptop.

2) Emergency Management.  Major configuration and setup operations for the solution are performed by the manufacturer prior to shipping the product to the installation site.  No further administrative access to the device is needed except during emergency maintenance of the device.  

3) Remote Management 

a. In-Band Management.  Management done via Transmission Control Protocol/Internet Protocol (TCP/IP), Simple Network Management Protocol (SNMP).  

b. Out-of-Band (OOB) Management.  Management via modem.  If a modem is intended to be used, it is recommended that an approved UC APL secure modem found on the UC APL be used in the solution.  
Approved products may be found at http://jitc.fhu.disa.mil/tssi.  OOB Management can also be done via an OOB dedicated device; it is recommended that an approved DSN APL secure device found on the UC APL be used in the solution.  Approved products may be found at http://jitc.fhu.disa.mil/tssi.

If the SUT intends to be certified using either option #1 or #2 as the method for management, it needs to be noted in the diagram.  If the solution intends to support remote management, the port, protocol, and version being used by the system to support remote management need to be included in the diagram. 

(*Note:  It is very important that the vendor and sponsor of any solution discuss and agree upon the method of management that will be used to support the administrative functions of the solution intended for actual deployment by the sponsor prior to submitting the documentation. )
Provide details of any file sharing done by the SUT, components of the SUT involved, method used for file sharing, and ports and protocols involved.
1.1.2 UC APL STIG Questionnaire

The STIG Questionnaire has been developed to help vendors analyze their solutions and determine which Department of Defense (DoD) STIGs are applicable based on the break out of all the components, software applications, general environment configuration, protocols and management methods used by the solution.  Please see Appendix A for the actual UC APL STIG Questionnaire.  

Once the applicant has completed the STIG Questionnaire and submitted the completed questionnaire into the UCCO, the applicant must then complete a Self-Assessment of the solution.  The Self-Assessment is due to the UCCO two weeks prior to all scheduled APL testing (IO or IA), and consists of self applying all STIGs identified from completing the STIG Questionnaire.  

For all STIGs that have automated scripts available, the results from applying those to all components of the solution showing all status (i.e.: open, closed, Not Applicable [N/A], etc.) need to be included in the Self-Assessment package.  The majority of the automated scripts generate multiple files for different uses, with one containing all the consolidated findings.  If that document is available from the automated script, then it is sufficient instead of sending all the raw output data from the scripts.  Other acceptable options are pulling all the vulnerability data from the raw output of the scripts and consolidating into either a Microsoft Excel, Microsoft Word, etc.  
For those STIGs that do not have an automated script available and have to be completed manually, the results from applying the STIG should be documented in the STIGs support Security Checklist and included in the Self-Assessment package.  

The format of how a Self-Assessment is developed is at the discretion of the applicant, as long as it is done using one of the tools identified earlier as supported by DISA (i.e.: Microsoft Word, Microsoft Excel, etc) and contains the following minimum requirements necessary to be considered a complete Self-Assessment:

1) Shows the status of all STIG identified in the STIG Questionnaire (Open, Closed, N/A, etc.) 

2) Has completed mitigations for each Open finding.  If a status is marked N/A please include a short blurb detailing why it is considered N/A.   
3) If the Self-Assessment is for a retest, have additional requirement to show resolution of all items identified during the previous solution outbrief. 

1.2 Post Tracking Number Documentation
1) Self-Assessment Review (SAR)   

2) Deployment Guide
All applicants attempting to complete APL certification must first agree to provide these two documents to the UCCO in order to receive final APL approval.  This document is meant to assist solution vendors and sponsors in the development of the above two identified solution documents and to reduce the amount of time wasted by all parties involved in achieving acceptable product documentation packages.  
1.2.1 SAR

Once the applicant has completed the STIG Questionnaire and submitted the completed questionnaire into the UCCO, and the questionnaire has been validated during the Initial Contact Meeting, the applicant must then complete a Self-Assessment of the solution.  The Self-Assessment is due to the UCCO two weeks prior to all scheduled APL testing (IO or IA).  For all STIGs/checklists that have automated scripts available, the results from applying those to all components of the solution showing all status (i.e.: open, closed, N/A, etc.) need to be included in the Self-Assessment package.  For those STIGs/checklists that do not have an automated script available and must be completed manually, the results from applying the checks should be documented in the STIG’s support Security Checklist and included in the Self-Assessment package.  

1.2.2 SAR-Updated 6 Nov 07
All testing applicants must submit a SAR of their solution to the UCCO prior to IA testing.  A completed SAR is a representation of findings from current STIGS applicable to the solution (identified by the STIG questionnaire and verified during the Initial Contact meeting) to include mitigation statements for all open findings.  The SAR is due to the UCCO two weeks prior to scheduled APL testing.  Our office highly encourages Self-Assessment Reports be submitted at least one week prior to the 2 week deadline to prevent last minute cancellations.

The submitted STIG Questionnaire is part of the documentation requirement and located within this document.  During the ICM, any questions regarding the complete process will be addressed, to include IO and IA requirements.  Also, any additional STIGs that need to be applied to a product will be identified during the ICM and will be required for the SAR.

For all STIG(s)/checklists that have automated scripts available, the results from applying them to all components of the solution, showing all status (i.e.:  open, closed, N/A, etc.) need to be included in the SAR package.  For those STIG(s)/checklists that do not have an automated script available and must be completed manually, the results from applying the checks need be documented in the STIG’s support Security Checklist and included in the Self-Assessment package.

**Note** - If the SAR is incomplete (STIGs identified during the ICM are not present or mitigation statements are missing for open findings) and it is beyond the 2-week deadline, the result will be to retire and cancel the testing effort.

If additional information or more detail is required, please contact the UCCO.

Sample SAR Verbiage

STIG Format (Example)

VULID/STIGID:  VMS ID: V0004369 /PDI: GEN003960

Requirement:  The traceroute command is not owned by root.
Finding:  Excessive permissions for the traceroute command are given to the switch user account.  If a packet filter firewall is configured incorrectly, an attacker can use the traceroute command, through the firewall, to obtain knowledge of the network topology inside the firewall. The information may allow an attacker to determine trusted routers and other network information that may lead to system and network compromise.
Mitigation:   All system commands and functions performed by root account are audited and flag for immediate review by system on a daily basis.
Components Affected (5):  Insert which components are affected here (Component A primary and secondary, Component B common, Component C and D Backup.)
2 DEPLOYMENT GUIDE
Prior to final APL approval, the vendor is required to submit to the UCCO a vendor-developed Deployment Guide.  The purpose of this document is to collect, document and make available to the DoD community all configuration tweaks and changes made during testing to the solution by the vendor in order to pass IO and IA.  The Deployment Guide will provide enough detail to allow a customer to take an out of the box solution and reconstruct the final configuration of the solution as tested and approved at JITC.  
Information provided as part of an acceptable vendor Deployment Guide should fall under one of the following categories of deployment information:

· Screen Shots

· Device Configuration Files

· Reference table to specific portions of a solution’s User Guide that provides information on addressing a specific issue.  

· Vendor configuration details/release notes/tweaks implemented during testing.
The Deployment Guide can be submitted to the UCCO at any point after testing is successfully completed for early feedback and guidance on format and information.  
3 APPENDIX A:  APL STIG QUESTIONN/AIRE
DRAFT
Unified Capabilites Approved Products List (UC APL) Security Technical Implementation Guide (STIG) Applicability Questionnaire

For DSN System Developers and Vendors
Version 1, Release 0

29 August 2007
Developed by DISA for the DoD
3.1 Introduction
It is assumed that a DoD Component will use the product or system, which therefore is required to be secured in accordance with the applicable DoD STIGs.  To use this questionnaire, answer the questions below by checking the boxes.  Each checked box indicates one or more required STIGs checklists or tools.  Use the active links under each question to see what resources are available for each STIG requirement.

*Note:  An engineer who is fully knowledgeable with the system to be tested must fill out this technical questionnaire. This engineer should be the one who will participate in or will directly support the testing effort.

Name of the Product or System:  _______________________________________

Model of the Product or System:  _______________________________________

Version and patch level of the Product or System:  ________________________

3.2 Solution or System General Type and/or Function

General Device Type
 FORMCHECKBOX 


TDM Only

 FORMCHECKBOX 

 
IP Centric or based

 FORMCHECKBOX 

 
IP Enabled TDM based switch

 FORMCHECKBOX 


Network interconnected (Internal or externally)

 FORMCHECKBOX 


Optical Based

Specify technology(s):  _________________________________

 FORMCHECKBOX 


Other – Please Specify:  ________________________________

Adjunct/Auxiliary Systems/Computer Telephony Integration (CTI)
 FORMCHECKBOX 


Voice Mail

 FORMCHECKBOX 

 
Unified Messaging

 FORMCHECKBOX 

 
Automated Attendant 

 FORMCHECKBOX 


Call/Contact Center

 FORMCHECKBOX 

 
Emergency Services/Response 

 FORMCHECKBOX 


Interactive Voice Response (IVR)

 FORMCHECKBOX 

 
Fax Server/Services

 FORMCHECKBOX 

 
Audio Conferencing System or Bridge

 FORMCHECKBOX 

 
Video Teleconferencing System

 FORMCHECKBOX 

 
Network or Device Management

 FORMCHECKBOX 

 
Access Control System (AAA)

 FORMCHECKBOX 

 
Other – Please Specify: ________________________________

For the above, check all that apply:

 FORMCHECKBOX 

 
IP based 

 FORMCHECKBOX 

 
TDM based or interfaced

 FORMCHECKBOX 

 
VoIP based 

 FORMCHECKBOX 

 
Network interconnected – Specify technology:  _______________

 FORMCHECKBOX 

 
Other – Please Specify:  ____________________________________

These auxiliary components are managed; – Check all that apply: 

 FORMCHECKBOX 
 

Locally via a directly connected Keyboard/Mouse/Monitor 

Specify Interfaces and Technology(s):  ___________________

 FORMCHECKBOX 
 

Locally via a directly connected external terminal or emulator 

Specify Interfaces and Technology(s):  ___________________

 FORMCHECKBOX 
 

Remotely across a Network______________

Specify Interfaces and Technology(s):  ___________________

 FORMCHECKBOX 
 

Remotely via Dialup______________

Specify Interfaces and Technology(s):  ___________________

Network Details (If applicable)

 FORMCHECKBOX 


Assured Service Voice Application LAN (ASVALAN)

 FORMCHECKBOX 


Non- Assured Service LAN

 FORMCHECKBOX 

 
WAN Transport

 FORMCHECKBOX 


Non- Assured Service 

 FORMCHECKBOX 


Network Management

 FORMCHECKBOX 

 
Network Security

 FORMCHECKBOX 


Wireless

 FORMCHECKBOX 


Other – Please Specify: ________________________________

Specify Interfaces and Technology(s): _________________________________

Video Teleconference System (VTC) Details (If applicable)

 FORMCHECKBOX 


CODEC/conferencing unit

Specify Interfaces and Technology(s): __________________________

 FORMCHECKBOX 


Multipoint Conferencing Unit (MCU)

Specify Interfaces and Technology(s): __________________________

 FORMCHECKBOX 

 
Conferencing Gateway

Specify Interfaces and Technology(s): __________________________

 FORMCHECKBOX 


IMUX/Modem

Specify Interfaces and Technology(s): __________________________

 FORMCHECKBOX 


Secure/Non-Secure Switching

Specify Interfaces and Technology(s): __________________________

 FORMCHECKBOX 


Other – Please Specify: _______________________________________

Specify Interfaces and Technology(s): __________________________

Solution Management 

The solution is managed; – Check all that apply: 

 FORMCHECKBOX 
 

Locally via a directly connected Keyboard/Mouse/Monitor 

Specify Interfaces and Technology(s):  ___________________

 FORMCHECKBOX 
 
Locally via a directly connected external terminal or emulator 

 Specify Interfaces and Technology(s):  ___________________

 FORMCHECKBOX 

Remotely across a Network______________

Specify Interfaces and Technology(s):  ___________________

 FORMCHECKBOX 


Remotely via Dialup______________

Solution Misc.
 FORMCHECKBOX 


Does any portion of the solution perform Encryption?



 FORMCHECKBOX 


The encryption module or software tool kit is FIPS 140-2 validated.

 FORMCHECKBOX 


The encryption is NSA type 1 certification.

 FORMCHECKBOX 

Is a Firewall providing enclave boundary protection as part of the solution?  Common Criteria or NIST certification (or the pursuit of) is required. The Enclave STIG is applicable.

 FORMCHECKBOX 


The firewall has an EAL-4 Common Criteria Rating.

 FORMCHECKBOX 


Does any portion of the solution use PKI or X.509 type certificates?  

 FORMCHECKBOX 


The asset is DoD PKI enabled or compatible?

3.3 Solution Components Breakdown

Solution Components

 FORMCHECKBOX 

This system is comprised of a single device (i.e., a single asset or box that has a single instance of an operating system).

*Note:  This does not apply to multiple assets or boxes housed in a larger cabinet.

 FORMCHECKBOX 

This system is comprised of a multiple devices (i.e., multiple assets or boxes, each having multiple instances of one or more operating systems). 

*Note:  This also applies to a single asset that has multiple instances of one or more operating systems.

3.4 Component/Asset Identification
Repeat the form for each individual asset.

*Note:  an Asset is defined as a single device or box that has a single instance of an operating system. 

Functional name of the device:  _______________________________________

Function performed:  _______________________________________________

Device type:

 FORMCHECKBOX 

Network Transmission Element

 FORMCHECKBOX 


Router

 FORMCHECKBOX 


Layer 3 Ethernet switch

 FORMCHECKBOX 


Layer 2 Ethernet switch

 FORMCHECKBOX 


ATM Switch

 FORMCHECKBOX 


LAN

 FORMCHECKBOX 


Provider/Edge

 FORMCHECKBOX 


Backbone/Core

 FORMCHECKBOX 


Optical Transport: the Backbone Transport STIG is applicable.

 FORMCHECKBOX 


SONET NE

 FORMCHECKBOX 


DWDM NE

 FORMCHECKBOX 


MSPP NE

 FORMCHECKBOX 


ODXC NE

 FORMCHECKBOX 


IP Modem

 FORMCHECKBOX 


Wireless

 FORMCHECKBOX 


Multiplexer

 FORMCHECKBOX 


M13

 FORMCHECKBOX 


Promina

The above is used in:

 FORMCHECKBOX 

LAN/CAN

 FORMCHECKBOX 

MAN/WAN

 FORMCHECKBOX 

Telecom Switching Element (TDM)

 FORMCHECKBOX 

Switching fabric

 FORMCHECKBOX 

Security device

 FORMCHECKBOX 

Firewall/RTS Edge Border Controller

 FORMCHECKBOX 

Intrusion Detection/Prevention

 FORMCHECKBOX 

VPN Concentrator/Terminator

 FORMCHECKBOX 

Encryption Device

 FORMCHECKBOX 

Server

 FORMCHECKBOX 

Workstation

 FORMCHECKBOX 

Endpoint (Instrument or terminal)

 FORMCHECKBOX 

Other – Please Specify: ​​________________________________
Supported – Required – Test with

 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


Keyboard/Mouse/Monitor

 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


Directly connected external terminal or emulator

 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


Remotely across a Network

 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


Remotely via Dialup_

3.4.1 STIG Applicability

Component Operating System
Does any portion of the asset use a Windows OS? If so, the Windows OS Guidance is applicable.

 FORMCHECKBOX 


The OS is Windows NT? (NOTE:  This is no longer supported by the DoD)

 FORMCHECKBOX 


The OS is Windows 2000 Server? (NOTE:  This is in the process of being 

Phased out of DoD environments)

 FORMCHECKBOX 


The Windows 2000 Server is “Stand Alone” or a member of a domain?

 FORMCHECKBOX 


The Windows 2000 Server is configured as a Domain Controller?

 FORMCHECKBOX 


The OS is Windows 2003 Server?

 FORMCHECKBOX 


The Windows 2003 Server is “Stand Alone” or a member of a domain?

 FORMCHECKBOX 


The Windows 2003 Server is configured as a Domain Controller?

 FORMCHECKBOX 


The OS is Windows XP Professional?

 FORMCHECKBOX 


The OS is Windows 2000 Professional?

 FORMCHECKBOX 


The OS is Windows XP Embedded?
 FORMCHECKBOX 


The OS is Windows 2000 Embedded?

 FORMCHECKBOX 


The OS is Windows Vista?

Does any portion of the asset use a UNIX or Linux OS? If so the UNIX STIG is 

applicable. 

 FORMCHECKBOX 


The OS is SUN OS

 FORMCHECKBOX 


The OS is Solaris 2.5.1

 FORMCHECKBOX 


The OS is Solaris 2.6

 FORMCHECKBOX 


The OS is Solaris 7

 FORMCHECKBOX 


The OS is Solaris 8

 FORMCHECKBOX 


The OS is Solaris 9

 FORMCHECKBOX 


The OS is Solaris 10

 FORMCHECKBOX 


The Solaris OS is for Sparc processors

 FORMCHECKBOX 


The Solaris OS is for X86 processors

 FORMCHECKBOX 


The OS is HP-UX 10

 FORMCHECKBOX 


The OS is HP-UX 11

 FORMCHECKBOX 


The OS is IRIX

 FORMCHECKBOX 


The OS is BSD UNIX

 FORMCHECKBOX 


The OS is Free BSD

 FORMCHECKBOX 


The OS is ATT UNIX

 FORMCHECKBOX 


The OS is Open UNIX

 FORMCHECKBOX 


The OS is Open BSD

 FORMCHECKBOX 


The OS is SCO UNIX

 FORMCHECKBOX 


Other – Please Specify: ________________________________

 FORMCHECKBOX 


The OS is Linux

 FORMCHECKBOX 


The Linux OS is Connective

 FORMCHECKBOX 


The Linux OS is Debian

 FORMCHECKBOX 


The Linux OS is Mandrake
 FORMCHECKBOX 


The Linux OS is Red Hat

 FORMCHECKBOX 


The Linux OS is SuSe

 FORMCHECKBOX 


The Linux OS is Trustix

 FORMCHECKBOX 


Other – Please Specify: ________________________________

 FORMCHECKBOX 


The UNIX or Linux is embedded: ________________________________

 FORMCHECKBOX 

Does any portion of the asset use Macintosh (Mac) OS X? The Macintosh STIG is applicable. 

Network Component Software

 FORMCHECKBOX 

Does any portion of the asset use a Network Routing/Firewall/Switching Component? The Network Infrastructure STIG is applicable. 

 FORMCHECKBOX 


The component is Cisco IOS

 FORMCHECKBOX 


The component is Cisco CATOS

 FORMCHECKBOX 


The component is Cisco PIX IOS

 FORMCHECKBOX 


The component is Juniper JUNOS

 FORMCHECKBOX 


The component is Foundry

 FORMCHECKBOX 


The component is Extreme

 FORMCHECKBOX 


The component is 3Com

 FORMCHECKBOX 


The component is Enterasys

 FORMCHECKBOX 


The component is Nortel

 FORMCHECKBOX 


Other – Please Specify: ________________________________

 FORMCHECKBOX 


Please Specify Version(s) for the above: ________________________________

If none of the above check below, the UNIX STIG general checks are applicable. 

 FORMCHECKBOX 


The operating system is a network device embedded OS or real time OS

 FORMCHECKBOX 


The OS is VxWorks

 FORMCHECKBOX 


The OS is ONX

 FORMCHECKBOX 


Other – Please Specify: ________________________________

 FORMCHECKBOX 


Please Specify Version(s) for the above: ________________________________

Note:  The OS STIGs may not be able to be applied if the OS is embedded and there is no access to a command line from any interface to make OS configuration changes and all system IA functions are provided by a shell or application that runs on the OS.  That is the OS does not provide “IA Enabled” services used by the system.

3.4.2 Component Software and Applications
 FORMCHECKBOX 

Does the asset use a Web Server such as IIS or Netscape (or other) to provide access to any potion of its functionality or management? The Web Server STIG and is applicable 

Check all as appropriate: 

 FORMCHECKBOX 


Apache 1.3.x

 FORMCHECKBOX 


Apache 2.x

 FORMCHECKBOX 


IIS 4

 FORMCHECKBOX 


IIS 5

 FORMCHECKBOX 


IIS 6

 FORMCHECKBOX 


Netscape Enterprise Server 4.1

 FORMCHECKBOX 


Netscape Enterprise Server 6.1

 FORMCHECKBOX 


Other – Please Specify: ________________________________

 FORMCHECKBOX 


Does the asset use a HTTP browser such as Internet Explorer or 

Netscape (or other) to access any potion of its functionality or 

management? The Web Server STIG and Desktop Application STIG are applicable as related to Web browsers. Check all as appropriate: 


Supported – Required – Test with  


 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


Firefox


 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


IE v6 SP0

 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


IE v6 SP1

 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


IE v6 SP2


 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


IE v7 SP0


 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


Netscape 4.x


 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


Netscape 6.0


 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


Netscape v 7.1



 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


Netscape v 7.2



 FORMCHECKBOX 


 FORMCHECKBOX 


 FORMCHECKBOX 


Other:  Please Specify - ________________

 FORMCHECKBOX 

Does the asset use scripts or mobile code that is typically associated with “Web Services” to provide any potion of its functionality or management?  The Web Server STIG is applicable 

Please Specify: _______________________________________

 FORMCHECKBOX 

Does any portion of the asset use a database engine? The Database STIG is applicable. 

 FORMCHECKBOX 


Oracle 8i

 FORMCHECKBOX 


Oracle 9i

 FORMCHECKBOX 


Oracle 10g

Use the Oracle SRR scripts
 FORMCHECKBOX 


MS-SQL Server 7 

 FORMCHECKBOX 


MS-SQL Server 8 

Use the SQL SRR Scripts
Generic Database Engine 

 FORMCHECKBOX 


Microsoft Access 

 FORMCHECKBOX 


MySQL

 FORMCHECKBOX 


Other – Please Specify: ________________________________

Apply the general database guidance. 

 FORMCHECKBOX 

Does any portion of the asset store information (such as configuration information) in tables or use a file structure that would typically be known as a database? The Database STIG is applicable in a general sense.

 FORMCHECKBOX 

Does the asset use scripts or mobil code that is typically associated with “Web Services” to provide any potion of its functionality or management? The Web Server STIG is applicable. 
Please Specify: _______________________________________

 FORMCHECKBOX 

Does the asset use an Application Server such as J2EE to provide access to any portion of its functionality or management?  The Web Server STIG and Application Services STIG are applicable.  More specifically are any of the following used? 

 FORMCHECKBOX 


Apache Jakarta Tomcat

 FORMCHECKBOX 


Tomcat 4.x

 FORMCHECKBOX 


Tomcat 5.x

See the Application Services STIG Appendix B
 FORMCHECKBOX 


BEA's WebLogic Server
 FORMCHECKBOX 


WebLogic Server 8.x

See the Application Services STIG Appendix C
 FORMCHECKBOX 


Sun Microsystems JVM, JRE, J2SE (SUN JAVA Workshop)
 FORMCHECKBOX 


Sun JAVA 6.1

 FORMCHECKBOX 


JVM J2SE

 FORMCHECKBOX 


JVM MS-VM

See the Application Services STIG section 3
 FORMCHECKBOX 


Microsoft .NET Framework the .NET Checklist is applicable
 FORMCHECKBOX 


Framework 1.0

 FORMCHECKBOX 


Framework 1.1

 FORMCHECKBOX 


Framework 2.0

See the NSA Guide to Microsoft .NET Framework Security, Version 1.4, dated 22 September 2004.
 FORMCHECKBOX 


Other Application Servers 
 FORMCHECKBOX 


WebSphere AS

 FORMCHECKBOX 


WebSphere MQ

 FORMCHECKBOX 


JBoss

 FORMCHECKBOX 


Sun Java System Application Server

 FORMCHECKBOX 


Oracle Application Server

 FORMCHECKBOX 


Other - Please Specify:        _______________________________________

See the Application Services STIG Section 3, 

 FORMCHECKBOX 

Does the asset contain a Domain Name Services (DNS) server?  The DNS STIG is applicable.

Please Specify: _______________________________________

 FORMCHECKBOX 

Does the asset contain an Active Directory (AD) server or interact with an AD server? 

The Active Directory STIG is applicable. 

Please Specify: _______________________________________

 FORMCHECKBOX 

Does the asset use any of the following? The Sharing Peripherals Across the Network (SPAN) STIG is applicable.  

 FORMCHECKBOX 


Storage Area Network (SAN)?

 FORMCHECKBOX 


Keyboard, Video, And Mouse (KVM) Switches?

 FORMCHECKBOX 


Universal Serial Bus (USB) devices?

 FORMCHECKBOX 


Multifunction Devices (Printer/Fax/etc) or Network Printers?

 FORMCHECKBOX 


Does the asset use Biometrics? The Biometrics STIG is applicable.

 FORMCHECKBOX 

Will the asset be used to provide classified voice communications? The Defense Red Switch Network (DRSN) STIG may be applicable.

 FORMCHECKBOX 

Will the asset be used to provide Real Time voice communications? The Collaboration STIG may be applicable.

 FORMCHECKBOX 

Will the asset be used to provide Voice over IP communications? The VOIP STIG may be applicable.

 FORMCHECKBOX 

Will the asset be used with Virtual Machine Software?  The Virtual Machine STIG is applicable.

 FORMCHECKBOX 


VMware

 FORMCHECKBOX 


Virtual PC

 FORMCHECKBOX 


Other, Please Specify:  ______________________________________

3.4.3 Component Environment and Management
 FORMCHECKBOX 

Does the asset carry or support telecommunications traffic in the form of voice, video, data (via modem), or fax? The DSN STIG is applicable. 

 FORMCHECKBOX 

Does the asset use VoIP technology and therefore an IP network? The VoIP STIG is applicable.  The Network Infrastructure STIG is applicable. 

 FORMCHECKBOX 


Does any portion of the asset use a wireless technology? The WIRELESS STIG is 

applicable.**

 FORMCHECKBOX 

Does the use or management of the asset require crossing enclave boundaries? (i.e., communicating between LANs across a WAN).  The DSN STIG is applicable. The Enclave STIG is applicable. The Network Infrastructure STIG is applicable. 

 FORMCHECKBOX 

Does the use or management of the asset require dial-up access to the device or system? The DSN STIG is applicable. The Enclave STIG is applicable. The Network Infrastructure STIG is applicable. 

 FORMCHECKBOX 

Does the use or management of the asset require remote access to the LAN on which the asset resides? The Secure Remote Computing (SRC) STIG is applicable. 

 FORMCHECKBOX 

Does the use or management of the product require the use of a vendor specific application by users or administrators? The Application Checklist is applicable.

 FORMCHECKBOX 

Does the use or management of the product require the use of Antivirus products, Office products, web browsers?  The Desktop Application STIG is applicable.

 FORMCHECKBOX 

Does the use or management of the product require the use of Microsoft Exchange?  The Desktop Application STIG is applicable.

3.5 Protocols

Check off all of the following protocols that are used by the system/device:

 FORMCHECKBOX 

FTP

 FORMCHECKBOX 

TFTP

 FORMCHECKBOX 

Telnet 

 FORMCHECKBOX 

BootP 

 FORMCHECKBOX 

RCP

 FORMCHECKBOX 

SSH Version 1

 FORMCHECKBOX 

SSH Version 2

 FORMCHECKBOX 

SFTP

 FORMCHECKBOX 

SNMP Version 1

 FORMCHECKBOX 

SNMP Version 2

 FORMCHECKBOX 

SNMP Version 3

 FORMCHECKBOX 

SSL

 FORMCHECKBOX 

SSL Version 1, 2, 3.0

 FORMCHECKBOX 

SSL Version 3.1

 FORMCHECKBOX 

TLS

 FORMCHECKBOX 

IPSEC

 FORMCHECKBOX 

h.323

 FORMCHECKBOX 

h.320

 FORMCHECKBOX 

SIP

 FORMCHECKBOX 

SIP-T

 FORMCHECKBOX 

SIP-TLS

 FORMCHECKBOX 

AS-SIP

 FORMCHECKBOX 

RTP

 FORMCHECKBOX 

SRTP

 FORMCHECKBOX 

LDAP

 FORMCHECKBOX 

SMTP

 FORMCHECKBOX 

Proprietary Signaling Protocol – Detail:  ____________________

 FORMCHECKBOX 

Proprietary Bearer Protocol – Detail:  ________________ ______

 FORMCHECKBOX 

Other – Please Specify: __________________________________
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