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DISA PMO Security Office
Implementation Instructions 
DoDD 8500.1 requires that all DoD information systems must be accredited in accordance with DoDI 5200.40.   DoDI 5200.40 para E2.1.30 defines an information system as: Any telecommunication or computer related equipment or interconnected system or subsystems of equipment that is used in the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of voice and/or data and includes software, firmware, and hardware.

The purpose of this template is to provide a guideline to assist security personnel in developing a site specific System Security Authorization Agreement (SSAA).  The SSAA is a formal agreement between the Designated Approving Authority (DAA), the Certification Authority (CA), and User Representatives resulting in certification and accreditation approval. The SSAA is to be used throughout the lifecycle of the DSN to guide actions, document decisions, specify security requirements, and maintain operational security.  The SSAA is a living document that undergoes reviews to record any changes made which may affect the accreditation status of the system.  

The SSAA verifies the system mission, environment, and architecture.  It identifies threats to the system and documents compliance with Certification and Accreditation (C&A) security requirements. The SSAA evaluates the lifecycle and documents all constraints and vulnerabilities of the system.  It ensures that the CA and DAA are aware of vulnerabilities within the system and allow for operation with an acceptable level of risk, culminating in the accreditation of the system.

Definitions: 

· The sections marked in the blue italics provide additional instructional information that is extracted from the DoDI DITSCAP manual 8510.1.
· Any section marked Generic Site Information is baseline information that is germane to all DSN facilities.  This information can be used as is, supplemented, or replaced based on the local security requirements.
· Any section marked Site Specific Information is site specific and is supplied by local security personnel.  This information can be used as is or modified
**This template is fundamentally structured for an “End Office” environment, however; it can be easily adapted to meet the other functionalities for a DSN switch.

SSAA Site Specific Template 

1.0 MISSION DESCRIPTION AND SYSTEM IDENTIFICATION
This section is blank; it is a title.

1.1 SYSTEM NAME AND IDENTIFICATION

Identify the system that is being developed or entering the C&A process. Provide the name, organization, and location of the element developing the mission need and the organizations containing the ultimate user. Identify the general user who helps to define operational scenarios that may be encountered.

______________________________________________________________________________

 Site Specific Information 
.
______________________________________________________________________________

1.2 SYSTEM DESCRIPTION

Provide a complete high-level description of the system architecture, including diagrams or drawings to amplify the description. Describe all components of the system. The description should include all critical elements required for the mission need.

______________________________________________________________________________

Generic Site Information 
The ______is a DSN switching node connecting subscriber loops directly to other subscriber loops (intra-office) and to interoffice trunks capable of transporting calls to other switching systems.  They are also commonly referred to as central offices or local offices. An ____is equipped with user features tailored for a particular local community, and a set of required DSN features.  An ____translates user information into networking information that enables user traffic to be transported to distant locations via the DSN backbone. 
i.e., NTI DMS-100/200, Meridian SL-100, Siemens KN-S 4100/Italtel BX5000, Siemens EWSD systems, Lucent 5ESS
See Diagram 1.0
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Diagram 1.0

______________________________________________________________________________

1.3
FUNCTIONAL DESCRIPTION (End Office (EO))  
This section is a blank; it is a title.

1.3.1
System Capabilities
Clearly define the functions or capabilities expected in the fully accredited system and the mission for which it will be used. Include functional diagrams of the system. Provide the intended flows of data into the system, data manipulation, and product output.

______________________________________________________________________________
Insert Site Specific Information (use applicable definition)
End Office (EO).  These switches are integral to the DSN operation and serve as the primary switching facilities for installations’ long-distance switched services by interconnecting with DSN nodal switches.  EO switches provide switched call connections and all DSN service features to the end users, including Multilevel Precedence and Preemption (MLPP).  The EO l provides long-distance services by interconnections with Stand-Alone (SA) switches and/or Multifunction Switches (MFSs).  An EO does not serve as a tandem in the DSN but may connect to other EOs where direct traffic volume requires (community of interest trunks) or as part of a metropolitan calling area (MAN) configuration.  EOs support users, provide connections to the DSN for Private Branch Exchanges (PBXs)/Private Automatic Branch Exchanges (PABXs) and Remote Switch Units (RSUs).     

.
· seq Level3 \r  0 \h 

seq Level3 \r  0 \h Multifunction Switch (MFS)

An MFS is a DSN switching node combining the functionality of the TS and an End Office Switch (EOS). The MFS is divided into two logical partitions; a terminating partition that provides EO functions and a tandem partition that provides TS (backbone) functions.  An MFS can serve as a gateway switch for other networks.  The MFS is also under DISA configuration control and is operationally controlled by the ADIMSS.

· Remote Switching Units (RSUs). 

An RSU is a portion of an EOS that is deployed to a remote site using fiber- or copper-based facilities connected to the processor of the host switch.  An RSU can vary in functionality from being totally dependent upon its host switch, to being highly independent and capable of operating even if the host/remote link is out of service. 
· Private Branch Exchange (PBX/PABX)

The Private Branch Exchange/Private Automatic Branch Exchange (PBX/PABX) may be similar to an EOS in terms of hardware and functionality.  It is Customer Premises Equipment (CPE) with user features tailored for local users and is under MILDEP configuration control.
· seq Level3 \r  0 \h 

seq Level3 \r  0 \h Tandem Switch (TDM)

A TDM is a DSN switching node which provides long distance services to users by interconnecting EOSs via the DSN backbone network.  The TDM is equipped with network functions only.  A TDM may also provide translation functions which enable it to serve as an inter-network gateway, i.e., as an interface between PCM-24 (DS-1) and PCM‑30 (E-1) trunks. 

_____________________________________________________________________________
1.3.2
System Criticality

Define the system criticality and the acceptable risk for the system in meeting the mission responsibilities. System criticality should consider the impact if the system were not operational.

______________________________________________________________________________
                   Entry Site Information
The _______is critical to the operations of the Warfighter mission, providing rapid, reliable, survivable telecommunications for C2 users.  The DSN must operate during peacetime and all phases of conflict.  For reasons of economy, the DSN also provides service to lower priority users on a non-interference basis.
______________________________________________________________________________
1.3.3 Classification and Sensitivity of Data Processed

Define the type and sensitivity of the data processed by the system. Examine the mission need to determine the national security classification of information to be processes (unclassified, confidential, secret, and top secret) along with any special compartment. Special handling requirements must also be identified. Identify the type of information processed (Privacy Act, financial, critical operational, proprietary, and administrative).

______________________________________________________________________________

Generic Site Information
The ______is not intended to process unencrypted classified information. Traffic switched by it must be unclassified by content or be encrypted to protect the information. It will, however, process Sensitive but Unclassified (SBU) information.   This SBU data is processed by the switch and relates to routing, call processing, information signal supervision and translations, and other unique features for particular communities of interest. 

Based on the mission, priority, and susceptibility of user and switch operations, security countermeasures must be applied to provide COMSEC and physical and personnel security protection. (CJCSI 6215.01B, Enclosure A, Paragraph 10b.)
______________________________________________________________________________
1.3.4 System User Description and Clearance Levels

Define the system user’s security clearances, their access to specific categories of information processed, and the actual information that the system is required to process. If the system’s authorized users include contractor personnel, indicate how proprietary information will be protected.
Generic Site Information
A user is defined as an individual who is authorized to access DSN and uses a specified set of services and features. The DSN user employs the network for circuit-switched transmission supporting user voice, data and/or video service requirements.  The user is responsible for any CPE security controls (i.e., data encryption, access to secure/red instruments, etc.) needed to safeguard the traffic transmitted over the DSN. 

Under certain circumstances, DSN access may be given to users who are not DoD civilians or military personnel.  These individuals are classified as Other Users and include, but are not limited to:

· Contractors – US civilian contractors may use DSN in overseas areas when they are performing duties normally carried out by DoD  civilians or military personnel.  DSN access may be given to contractors in CONUS if their mission supports deployed DoD forces.

· American Red Cross (ARC) – Access to the DSN will be provided to the ARC to support cases involving military members, DoD civilians, and their families.  The ARC is authorized global access with Routine precedence.

· Health, Morale, and Welfare (HMW) – the DSN may be used for HMW calls to or from isolated or remote locations outside the US.  Calls will be placed during non-duty hours at the originating location, be no longer than fifteen minutes in duration, and will be   place with Routine precedence.

All personnel using the system, or who have unescorted access to the system during processing, must have a personnel security clearance equal to or higher than the highest level of the data processed by the system.  An authorized user list will be maintained.  The security clearance and need-to-know must be verified before a new user is authorized access.

______________________________________________________________________________
1.4
SYSTEM CONOPS SUMMARY

Describe the system concept of operations (CONOPS), including functions performed jointly with other systems. Identify the other systems. Many systems will have a document that describes the system CONOPS. If so, include a short summary in the SSAA and add the CONOPS document as an appendix or list as a reference.

______________________________________________________________________________
Generic Site Information 
The DSN is the DoD C2 interbase telecommunications system that provides end-to-end, long haul, common user and dedicated telephone, data and imaging service. It is the primary secure and non-secure voice DoD telecommunications network. The DSN shall provide rapid, reliable and assured service to C2 users as directed by CJCSI 6215.01, and the National Security and Emergency Preparedness (NS/EP) directives.  The DSN is under operational direction and management control by the director of DISA, and will be responsive to the Chairman, Joint Chiefs of Staff, unified and combatant command CINCs, MILDEPs, and Defense agencies and activities. 

Switched services are delivered to the designated Backbone Service Delivery Points (SDPs).  These services include full-switched services for switched voice, switched data and dial-up video traffic.  These services also include call routing, standard voice, data, imagery, and video features, as well as military requirements.  Additionally these services support the Government numbering plan, provide network management for all DISN CONUS services, provide network management data to the Government network management center, and permit response to operational direction by the Government.

___________________________________________________________________________
2.0
ENVIRONMENT DESCRIPTION

This section is blank; it is a title.

2.1
OPERATING Environment

Provide an overview of the operating environment. Include a description of the facility, physical security, administrative procedures, personnel, COMSEC, TEMPEST, maintenance procedures, and training plans that provide security to the system.

______________________________________________________________________________
Enter Site Specific Information
______________________________________________________________________________
2.1.1
Facility Description

Describe the physical environment in which the system will operate including floor plans, equipment placement, electrical and plumbing outlets, telephone outlets, air conditioning vents, sprinkler systems, fences, and extension of walls from true floor to true ceiling.

______________________________________________________________________________
Enter Site Specific Information
______________________________________________________________________________
2.1.2   Physical Security

The physical security of a system will depend on the certification complexity and organizational requirements. The goal is to describe security that will be in place throughout the system’s life cycle.  Identify the procedures needed to counter potential threats that may come from inside or outside the organization.  Identify the routine office security practices that ensure unauthorized access to protected resources is prohibited.  The physical security description should also consider safety procedures for personnel operating the equipment.

______________________________________________________________________________
Generic Site Information 
The switch, its hardware, and software components and any security mechanisms used to enforce the access control plan of the system should be protected at a level commensurate with the highest sensitivity of any information or control capability contained within the switch. Physical access security systems, guards, or entry controls should be in place so that only persons with formal approval for all information and control capabilities will have unrestricted access to the switch.  An access control roster will be maintained, recording the identity of all persons entering the switch and the date and time of entry.  

______________________________________________________________________________
2.1.3 Administrative

Identify the administrative security procedures including the manual operations that counter threats. For example, separation of duties is an administrative activity that provides internal controls designed to make fraud, abuse, or espionage difficult without collusion.

______________________________________________________________________________
Generic Site Information
An administrative security program oversees all other security programs.  It verifies that there is a separation of duties and a responsibility that makes it difficult for one person to intentionally sabotage the system.  It will enforce the network security plan.  The administrative security program will also ensure that all visitors follow prescribed procedures for visiting a DSN facility and that visitor logs are filled out, badges issued and returned upon departure.  The administrative security program ensures adherence with security requirements in all other security programs. 

The DSN is an unclassified system that does not require mandatory access controls.  It does require discretionary access controls to ensure that unauthorized personnel are not allowed access to a switch.  The controls also ensure that trusted and skilled personnel access only domains or sub-domains that correspond to their areas of expertise.

Access control is the feature that permits an authorized individual to use one or more command classes.  This feature is used for both the administration and ADIMSS access to the switches.  Such permission is established and stored in switch memory by the responsible security officer.  The security officer establishes the relationship in the switch between authorized command class(es), personal ID, and a temporary password, and provides this information to the individual.

______________________________________________________________________________
2.1.4
Personnel

Identify the number and type of personnel required to maintain the system.

______________________________________________________________________________
Insert Site Information 

Before an individual can have access to a Government system, the individual must have the following:

· A favorable investigation based on their position designation.

· Verification of the need-to-know from the owner of the data.

· The appropriate security clearance, if applicable.

· Information system security training.

Individuals authorized access to DSN switches or AO&M/NM platforms will receive access privileges commensurate with their assigned duties, trustworthiness, and skills. Local security officers are responsible for confirming that the clearance and/or investigation and need-to-know have been verified for these individuals.  The switch process or software must control and monitor access and operation within allowed limits.  Basic controls will be established so only authorized users can access DSN switch software and switch tables.  To enforce these controls, DSN will rely on the following:

· Password authentication IAW CSC-STD-002-85, DoD Password Management Guideline.

· Cryptographically protected remote access communications lines.

· DSN dial-up capability only if protected by one, or more, of the following:

-- 
Callback capability.

-- 
Zone restriction (blocking all calls except those from authorized sources).

-- 
End-to-end encryption (e.g., STU-III).

______________________________________________________________________________
2.1.5
COMSEC

Determine if National Security Agency (NSA) approved COMSEC and COMSEC key management procedures are required.

______________________________________________________________________________
Generic Site Information 

By policy, no DSN switch will contain classified information.  Traffic processed by the DSN must be unclassified or end-to-end encrypted by the user.   _____________________________________________________________________________
2.1.7 Maintenance Procedures

Identify routine maintenance procedures and the number of personnel required to maintain the system. Certain categories of information mandate special maintenance procedures to ensure physical security protection against unauthorized access to the information or system resources.

______________________________________________________________________________
Enter Site Specific Information or (identify location) 
______________________________________________________________________________
2.1.8 Training Plans

Identify the training for individuals associated with the system’s operation and determine if the training is appropriate to their level and area of responsibility. This training should provide information about the security policy governing the information being processed as well as potential threats and the nature of the appropriate countermeasures.
______________________________________________________________________________
Enter Site Specific Information or identify location 

Each military department is responsible for their part of the system.  However, there is a DSN Security Guide which dictates that a security awareness and training program will be in place and training will be provided to every person involved with the DSN.  The program will ensure that all personnel understand the risks to the DSN.  ______________________________________________________________________________
2.3 THREAT DESCRIPTION

Describe the potential threats and single points of failure that can affect the integrity, confidentiality, and availability of the system. Clearly state the nature of the threat that is expected and wherever possible, the expected frequency of occurrence. Unintentional human error, system design weaknesses and intentional actions on the part of authorized as well as unauthorized users can cause these events. Generic threat information is available, but it must be adapted to clearly state the threats expected to be encountered by the system. Evaluate the degree of threat to the system. Conduct a risk analysis, and identify appropriate cost-effective countermeasures to mitigate the risk.

______________________________________________________________________________
Generic Site Information 
Security of a new system must be considered as a planning factor during the transition planning process.  CJCSI 6215.01B Enclosure A paragraph 10, defines network security requirements for the DSN.  While denial of service attacks on the circuit-switched DSN are quite rare, denial of service attacks on the DoDs data infrastructure occur frequently.   While these attacks have no effect on the switched voice community, 

___________________________________________________________________________
3.0 SYSTEM ARCHITECTURAL DESCRIPTION

This section is blank; it is a title

3.1 SYSTEM ARCHITECIITURE DESCRIPTION

Describe the target hardware and its function. Include an equipment list as an attachment. If the development effort involves a change of existing hardware, identify the specific hardware components being changed.

______________________________________________________________________________
Enter Site Information 
The DSN switching subsystem consists of is Commercial Off-the-Shelf (COTS) hardware. The DSN switches, regardless of vendor type, have processor and matrix subsystems.  The Central Processing Unit (CPU) handles the entire switch operation, including the capability to monitor the integrity of the switching system.  The matrix subsystem employs a four-wire digital time division matrix capable of direct interface with 1.544 MBPS, PCM 24 (North American Carrier/Pacific hierarchy) or 2.048 MBPS, PCM 30 (European Hierarchy) circuits. The matrix subsystem supports synchronous data traffic up to 56 KBPS and up to 64 KBPS when Common Channel Signaling (CCS) is utilized. CCS (notably CCS7) is employed in CONUS and in the Pacific Theater.  Switch software includes routing information, signaling and call processing, transmission criteria, network synchronization, and encoding schema and translation.  Switch software is vendor provided with the hardware, with the systems using COTS operating systems and associated utility software, and the software configured to support MLPP or military unique, COI features.  

______________________________________________________________________________
3.2
SYSTEM INTERFACES AND EXTERNAL CONNECTIONS

Describe the operating system(s), database management system(s), and applications. Describe the features of any security packages. Describe the target software and its intended use. Identify whether the software is COTS, or GOTS.. This includes manufacturer supplied software, other COTS software, and all program generated applications software.

______________________________________________________________________________
Generic Site Information 
The DSN has both internal and external interface connections.  Internal interfaces are connections between various DSN subsystem and elements.  External interfaces are connections between DSN and other networks. Internal interfaces include:

· User to switch

· Switch to transmission

· Transmission to Administrative, Operational, and Maintenance Network Management facilities

External interfaces include connections made to:

Tactical or non-DoD networks (STEP, EMSS)    

______________________________________________________________________________
3.3 DATA FLOW (INCLUDING DATA FLOW DIAGRAMS)
Describe the system’s internal interfaces and data flows, including the types of data and the general methods for data transmission. Describe the specific transmission media or interfaces to other systems. The descriptions must include diagrams or text to explain the flow of critical information from one component to another.

______________________________________________________________________________
Generic Site Information 
The bulk of the DSN switching data flow supports call processing.  Code interpretation is critical to the DSN operating properly. Code interpretation, also referred to as digit interpretation, is the per-call process of analyzing service related signaling information that accompanies a service bid at a network-switching node.  There are four types of code interpretation required: user/customer-dialed codes, intersystem incoming call destination codes, operator services feature interactions, and military unique feature codes. 

______________________________________________________________________________
3.4 ACCREDITATION BOUNDARY

Describe the boundary of the system. The description must include diagrams or text to clearly delineate which components are to be evaluated as part of the C&A task and which are not included. All components included must be described in the system description. Elements outside the accreditation boundary must be included in the section on external interfaces.

______________________________________________________________________________
Generic Site Information 
CJCSI 6215.01B gives DISA end-to-end responsibility for managing the DSN.  Management and accreditation responsibilities differ.  While the accreditation boundary is end-to-end, DISA is responsible for accrediting the interswitch trunks (ISTs), terminating equipment for the ISTs, community of interest (COI) trunks, direct access circuitry, termination equipment, trunk and network functions, features and functions at DSN switches, special C2 user equipment at the DSN switches, ADIMSS and CCS7 signaling. 

The MILDEPs are responsible for the certification and accreditation of the End Office and End Office connections to all other base, post, and camp functions, including users of DSN switches.  PBX’s will not be accredited but are within the accreditation boundaries for the MILDEPs.  
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_____________________________________________________________________________
4.0
SYSTEM SECURITY REQUIREMENTS

This section is blank; it is a title.

4.1 National/DoD Security Requirements

Determine the security instructions or directives applicable to the system. In most cases, this will include national level directives, 0MB Circulars A-I23 and 0MB A-130, and DoD directives. Each service or agency may also have directives that dictate security requirements. All the directives that will impact the user should be identified.

· DoDD 8500.1, Information Assurance (IA).  This directive establishes policy and assigns responsibilities to achieve DoD information assurance through a defense-in-depth approach that integrates the capabilities of personnel, operations, and technology to support the evolution to network-centric warfare. 
· DoDD 8500.3, Department of Defense (DoD) Voice Networks.  Provides policy, procedures, and assigns responsibilities for test, certification, accreditation lease or procurement, installation, connection, and operation of  telecommunications switches, switched data, and services on DoD voice networks, specifically the Defense Switched Network (DSN).
· DoD CSC-STD-004-85, Guidelines for Applying the Department of Defense Trusted Computer Evaluation Criteria in Specific Environments.  This standard provides guidance for establishing minimum computer security requirements for the processing and/or storage and retrieval of unclassified sensitive information by the Department of Defense whenever automated data processing systems are employed.
· DoD 5200.1-R, Information Security Program.  This regulation provides guidance for the proper production, marking, safeguarding, transmission, and destruction of classified information within the Department of Defense.  DISA Instruction 240-110-8 implements DISA policy for this program.

· DoD 5200.2-R, Personnel Security Program.  This regulation provides guidance on personnel security investigations for position designations, security clearances, and special access programs. 

· DoD 5200.8-R, Physical Security Program.  This regulation provides guidance on the physical protection of DoD personnel, installations, operations, and assets.  DISA Instruction 240-100-33 implements DISA policy for this program.

· DoD 5220.22-R, Industrial Security Program.  This regulation implements the National Industrial Security Program for contractors having access to classified information.
· DoD 5400.7-R, Department of Defense Freedom of Information Act Program.  This regulation specifies the information safeguards necessary for systems that process information covered by the exemptions to the Freedom of Information Act (FOIA). 
· DoD Directive 7920.1, Life-Cycle Management of Information Systems.  This directive specifies the planning, design, testing, and configuration management of security safeguards during the system development life cycle.
· DoD Directive 5200.40, DoD Information Technology Security Certification and Accreditation Process (DISTSCAP).  This directive implements policy, assigns responsibilities and procedures for certification and accreditation of information technology (IT) systems.  It also creates the DITSCAP for unclassified and classified IT systems.

____________________________________________________________________________
4.2 GOVERNING SECURITY REQUISITES

Determine the requirements stipulated by local agencies and the Designated Approving Authority (DAA). Contact the DAA and user representative to determine if they have any additional security requirements.

_____________________________________________________________________________
Generic Site Information
· CJCSI 6215.01B, Policy for Department of Defense Voice Networks. This instruction establishes policy and prescribes responsibility for use and operation of DoD voice networks. 
· CJCSM 6210.01, Defense-In-Depth: Information Assurance (IA) and Computer Network Defense (CND).  This manual provides guidance and procedures for implementing the IA defense-in-depth strategy and standards. 
_____________________________________________________________________________
4.3 DATA SECURITY REQUIREMENTS

Determine the type of data processed by the system. The type of data may require additional 

protections. Contact the data owner or organizations that have access to the system or share data with the system to determine their security requirements.
_____________________________________________________________________________
Generic Site Information
The _______ will processes SBU information.  Users must be aware of the rules governing transmission of sensitive information.  It is likely that the following categories of information will be transmitted over the switch:

· Privacy Act of 1987

· For Official Use Only

· Operational Security (OPSEC) Information

· Health Insurance Portability and Accountability Act (HIPAA) of 1996

· Proprietary Information 

It is the user’s responsibility to ensure that only persons with a need-to-know access all information passed over the switch.  Unauthorized disclosure of sensitive information could lead to criminal or civil legal actions.

____________________________________________________________________________
4.4 SECURITY CONOPS
Describe the security concept of operations (CONOPS) including system input, system processing, final outputs, security controls and interactions, and connections with external systems. Include diagrams, maps, pictures, and tables in the security CONOPS. If a system CONOPS is available, a summary of the security portions of the CONOPS should be reviewed and added to the SSAA. If a security CONOPS, Trusted Facility Manual (TFM), or Security Features Users Guide (SFUG) is available a summary of that information should be added to the SSAA. The security CONOPS, TFM, or SFUG document may be added as an appendix or listed as a reference.

______________________________________________________________________________
Generic Site Information
The DSN Security Guide establishes policies and procedures, and delineates responsibility for protecting the hardware, software, databases, and operating commands that control the functioning of the DSN switches.

The security guide applies to all DoD components and their supporting contractors responsible for procuring, installing, controlling, managing, administering, operating, and/or maintaining all DSN switches.

It establishes a security program that recognizes the status of DSN security and recommends protective measures to maximize the use of existing documentation, procedures, and personnel.  The security program assists the O&M components and their contractors to plan, develop, and enforce comprehensive security that is consistent for the various switches and sites.

Many network or telecommunications devices are developed with various levels of authorization or access.  The methods to access resources may vary depending on hardware or software products.  In any event, where a password and/or username can be implemented, strong password generation must be enforced and the following security controls will be applied: 

· The Switch Administrator will ensure that user passwords are assigned with the requirement for the user to change their password at first logon.

· The Switch Administrator will ensure that all default passwords and user names are changed prior to connection to the DSN.

· Shared user accounts will not be used unless operationally essential.  If required, they will be documented by the ISSO.

· The Switch Administrator will ensure that user accounts are disabled after 30 days of inactivity.

· The Switch Administrator will ensure that all access points (i.e., administrative/ maintenance ports, system access, etc.) to any device or system that allow the use of a password are password protected.

· The Switch Administrator will ensure that passwords are required to be at least eight non‑repeating characters, with upper and lower case, and a special character where technically possible.

· The Switch Administrator will ensure that all user passwords are changed at intervals of less than 180 days.

· No user passwords will be changed at an interval of less than 24 hours without ISSO intervention.

· The Switch Administrator will ensure that user passwords are not reused within eight of the previous passwords used.

· The ISSO will ensure that no user (to include Administrator) is permitted to retrieve the password of any user in clear text.

· The ISSO and Switch Administrator will ensure that users’ passwords are not displayed in the clear when logging into the system.

· The Switch Administrator will ensure that switches capable of randomly generating unique passwords will use this capability as a first choice for password generation.

· The Switch Administrator will require users to be prompted by the system three times to change their passwords after the password has reached the maximum password lifetime.  If the user fails to changes their password, their account will be disabled.

· Therefore, it is good security practice to record and secure the passwords of high-level users.

· The ISSO will record the passwords of high-level users (ADMIN) used on DSN components and store them in a secure or controlled manner.

· Additionally, some devices have embedded logon IDs and passwords that are restored upon rebooting.  These IDs and passwords can be used to restore a system following a system crash.  This feature presents a significant vulnerability to an adversary.  If applicable:

· The Switch Administrator will test for crash-restart vulnerabilities and develop procedures to eliminate vulnerabilities found (i.e., ensure ENHANCED_PASSWORD_CONTROL is active to prevent system logons after restart on Nortel switches).

_____________________________________________________________________________
4.5 NETWORK CONNECTION RULES

Identify any additional requirements incurred if the system is to be connected to any other network or system. These requirements and those of other systems that may be connected to the system or network must be added to the SSAA.

______________________________________________________________________________
Generic Site Information
Any change to network connections or new connections to the DSN must go through the configuration management process.  The process is detailed in DISAC 310-70-85, DSN Network Configuration Management Plan and DCAC 370-175-13, DSN System Interface Criteria.
______________________________________________________________________________
.4.6 CONFIGURATION AND CHANGE MANAGEMENT REQUIREMENTS

Determine if there are any additional requirements based on the configuration management plan. These instructions may be described in a configuration management policy of Configuration Management Review Board charter. The documents should be reviewed to determine if any additional requirements exist that should be evaluated.

______________________________________________________________________________
Generic Site Information
Configuration control for the DSN is performed through a Change Control Life Cycle process. This change control lifecycle uses four interrelated phases - proposal, review, implementation, and validation.  All proposed changes would at least be processed through the review phase of the change control lifecycle.  Approved proposals continue under the implementation and validation phases.  Approved proposals are translated into implementation orders such as telecommunications Service Orders (TSO), Switch Revision Management (SRM), and Communication Service Authorizations (CSA).  CSAs are used in conjunction with TSOs and SRMs when the implementer is external to DoD (i.e., vendors and manufacturers). These implementation orders are held in pending files until an in-effect message has been received and an audit against the requirements specified in the implementation orders has been performed, concluding the validation phase.

The Configuration Control Board (CCB) ensures that all aspects of proposed changes to the DSN functional baseline are staffed, reviewed, and approved.  The change process is initiated once a change proposal is documented.  Changes approved by the CCB will be within the mandated performance, schedule, and financial constraints of the network. The Change control process will encompass a review of documentation justifying the change, a decision on the proposed changes, and actions based upon the decision made. _____________________________________________________________________________
4.7 REACCREDITATION REQUIREMENTS

Determine if there are unique organizational requirements related to the reaccredidation or reaffirmation of the approval to operate the system
._____________________________________________________________________________
Generic Site Information
Any major change in the switch’s systems, operating environment, facility, personnel management practices, and/or security policies will require reaccredidation.  Reaccredidation must be accomplished under the following circumstances:


    - An upgrade/change to existing operating system.


    - A change in the technology employed. 


    - A change in the criticality and/or sensitivity level.


    - A major breach of security or system integrity.


    - A change in the security mode of operation.

    - A significant change in the hardware, software or communications configuration.


    - A change in the threat assessment.


    - Three years have elapsed since the date of the last system accreditation
____________________________________________________________________________
5.0
ORGANIZATIONS AND RESOURCES

This section is blank; it is a title.

5.1
ORGANIZATIONS

Identify the organizations, individuals, and titles of the key authorities in the Certification and Accreditation (C&A) process.

______________________________________________________________________________
Enter Site Specific Information
______________________________________________________________________________
5.2
RESOURCES

Identify the resources required to conduct the C&A. If a contractor is involved or individuals from other government organizations are temporarily detailed to assist in the C&A process, funding requirements must be defined and included in the SSAA. The composition and size of the team will depend on the size and complexity of the system. The team must have members with composite expertise in the whole span of activities required, and who are independent of the system developer or project Program Manager.

______________________________________________________________________________
Enter Site Specific Information
______________________________________________________________________________
5.3 TRAINING

Describe the training requirements, types of training, who is responsible for preparing and conducting the training, what equipment is required, and what training devices must be developed to conduct the training, if training is required. Funding for the training must be identified.

______________________________________________________________________________
Generic Site Information 

Each MILDEP is responsible for providing training at each DSN facility under its control.  The training for individuals will be associated with the system’s operation and appropriate to the individual’s level and area of responsibility.  All training will comply with DoD instructions and DISA guidance.

______________________________________________________________________________
5.4 ROLES AND RESPONSIBILITIES
Identify the roles of the certification team and their responsibilities. The certification team may include individuals from many organizations.

______________________________________________________________________________
Generic Site Information
The DAA is _______.  He/She will sign the accreditation statement, upon the recommendation of the CA, acknowledging that he/she understands the threats and vulnerabilities and accepts the risks associated with the DSN.  He/She is the official held legally responsible for the day-to-day operations of the DSN at this site.  His/Her signing of the accreditation statement is a formal declaration that grants official approval for DSN operation.

The CA is __________.  He/She will review the certification and accreditation package for completeness and accuracy.  He will review the technical evaluation and make a recommendation to the DAA to formally accept or reject the system accreditation.

The DSN Information System Security Manager (ISSM) is __________.  He will work hand in hand with the DAA, CA, and the Program Manager in the development of the certification and accreditation package.  He is the liaison between the contractor, the MILDEPs and DISA.

The Information System Security Officer is __________.  He/She is appointed at the organizational level and is responsible for developing the certification and accreditation documentation for his/her organization.  The ISSO is responsible for responding to vulnerability findings at his/her site.

The _______will develop a certification and accreditation package for their areas of responsibility as defined in the accreditation boundary (paragraph 3.4 of this SSAA).  The Certification Authority will present the certification recommendation to the DAA for approval.

______________________________________________________________________________
5.5
OTHER SUPPORT1NG ORGANIZATIONS

Identify any other organizations or working groups that are supporting the C&A process.

______________________________________________________________________________
Enter Site Specific information
______________________________________________________________________________
6.1.2 Security Environment

Identify any security requirements that might affect the level of effort required for the C&A process. The security requirements may include personnel, physical, administrative, procedural, operational, computer, network, and communications security components.

______________________________________________________________________________
Generic Site Information
The DSN switch is located in a closed physical environment. This permits a strict control of visitors.  If a switch has been unattended, authorized personnel entering the facility must inspect it in enough depth to reasonably ensure that no forced entry has occurred.  If evidence of unauthorized entry exists, the observer will notify the appropriate security officer and make every effort to verify the continued integrity of the switch.  Hardware communications connectivity, software, and switch tables should be addressed in this verification.  Similar actions will be taken if the unauthorized entry is identified as a result of local or remote alarms activated by the entry.

Based on satisfactory determination of trustworthiness, individuals will be authorized access to one or more of the DSN switches.  Any access or attempted access to the DSN switches by unauthorized individuals will be denied and reported to the responsible security officer.

To visit a switch site or a remote site, individuals who have access to the Administration, Operations, and Maintenance (AO&M)/Network Management (NM) functions must submit a site visit request before the visit to show their clearance status. Upon entering the visitor must provide proof of identity and sign a visitor’s log.  The visitor will be escorted at all times by authorized personnel.  Visitor logs must be retained and made available for review as specified by the responsible security officer.

Individuals authorized access to the DSN switches have the responsibility to follow security and integrity procedures specified in this supplement to prevent any denial of authorized services.

______________________________________________________________________________
6.1.3 Information System Characteristics

Identify the information technology characteristics of the system that might influence the level of effort required for the C&A process.

______________________________________________________________________________
Enter Site Specific Information
_____________________________________________________________________________
6.1.4
Reuse of Previously Approved Solutions

Identify any previous approved solutions that may affect the level of effort required for the C&A process.

______________________________________________________________________________
Generic Site Information  
The DSN will not use previous applied solutions in the assessment of the system.

______________________________________________________________________________
6.2
TASKS AND MILESTONES

List the security related tasks and milestones for the system. The list should include detailed information about the activity, schedule, estimated duration of the activity, responsibility for the activity, and completion criteria.

______________________________________________________________________________
Generic Site Information  

	CA TASK
	DATES

	Step I.  Definition
	

	     Registration
	

	         SSAA Initial Draft
	

	     Negotiation
	

	         SSAA Final Draft
	

	Step II.  Verification
	

	     Certification Analysis
	

	     Network Connection Rule 

     Compliance 
	TBD

	     Vulnerability Analysis
	

	Step III.  Validation
	TBD

	          Life Cycle

          Management
	In Process

	          System Testing
	

	          Penetration Testing
	

	          Review Contingency Plan
	TBD

	               Risk Analysis
	TBD

	     Develop Recommendation
	TBD

	          Accreditation
	IATO Date

	Step IV:  Post Accreditation
	IATO Date

	      Maintenance of the SSAA
	Continual basis

	       System Operation
	DSN 

	      Change Management
	Continual basis

	      Compliance Validation
	Continual basis


______________________________________________________________________________

6.5
ROLES AND RESPONSIBILITIES

Identify and define the people and organizations responsible for the development, execution, maintenance, and evaluation of the SSAA.

Generic Site Information
The Designed Approval Authority (DAA) will sign the accreditation statement, upon the recommendation of the CA, acknowledging that he/she understands the threats, vulnerabilities, and accepts the risks associated with the DSN.  The DAA is the official held legally responsible for the day-to-day operations of the DSN at that site.  The signing of the accreditation statement is a formal declaration that gives the official approval for DSN operation.

The Certifying Authority (CA) will review the certification and accreditation package for completeness and accuracy.  He/she will review the technical evaluation and make a recommendation to the DAA to formally accept or reject the system accreditation.

The Information Assurance Manager (IAM) will work hand in hand with the DAA, the CA, and the Program Manager in the development of the certification and accreditation package.  

The User Representative will represent all the groups that will use the PBX2.  His/her role is to review, provide input, and approve the SSAA at the end of Phase I.  The User Representative will be briefed at the end of each phase of the DITSCAP process.

The Information Assurance Officer (IAO) that is appointed at the organizational level will be responsible for developing the certification and accreditation documentation for his/her organization.  The IAO will also be responsible for responding to vulnerability findings at his/her site.
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