Understanding HBSS Online Training

Goal of training:

Training is vital to the overall success of an HBSS deployment. That said, the goal of HBSS Online Training is to provide targeted Tier Level training to the DOD IA community. To accommodate this requirement, five different levels of training have  been developed for the various roles and responsibilities within HBSS.

What trainings are available & who should take them?

· Directors Level Training: 30-45 min training providing an overview of HBSS.  This training provides  a brief overview of capabilities within HBSS as well as a guide to other documentation pertaining to HBSS.

· Who needs this training?
· Someone who is new to HBSS and needs to have an understanding of the solution, but will never manage anyone using the tool or have actual hands on use themselves.  
· Someone who needs a background on what exactly is involved in HBSS and needs to decide if HBSS is best for their situation.
· HBSS Managers training: 1.5-2 hour training providing a more detailed view of HBSS but not going into day to day operations of the HBSS solution.  This training will provide an understanding of what HBSS does for your environment as well as how the HBSS solution generally works.
· Who needs this training?
· Someone who has administrators working for them on the ePO server but they need to be able to run a report and also brief supervisors on the status of HBSS.  
· Someone who plans on running reports monthly on HBSS but also will be responsible for setting up user accounts as well as monitoring the administrator’s roles
· HBSS reporting:  30-45 min training on how to create, read, and export reports within HBSS.  This training is modeled after the 8500.2 document and will provide an explanation of what a specific report generates and the correct method of interrupting these reports.
· Who needs this training?
· Someone who won’t be administrating the day to day activities but needs to be able to view reports provided to them from an administrator and provide recommendations based on these reports.  
· Someone who works with the change control team and is responsible for taking the output of HBSS and making educated decisions on the next steps in securing their network.  
· Administrator Certified training:  4-5 Day online training that is modeled directly after the current 4 day classroom training that provides the administrator of HBSS an in-depth knowledge of everything including installation, deployment of agents, setting up policies, running reports and more…
· Who needs this training? 
· Someone who works for a military branch as a backup administrator and plans to have some role based access to the ePO server at their location.
· Someone whose job is to deploy all of the McAfee agents to their network and enforce the HIPS policies for your environment.
· Advanced HBSS certified training:  4-5 Day online training that answers many questions that arise after 1-2 years of administrating HBSS.   This training includes such topics as: Advanced Policy Auditor, Policy Tuning, additional configuration of DLP and many more… You must take the administrator training prior to this training
· Who needs this training?
· Someone who has been administrating HBSS for over a year and is looking at taking the next steps in policy configuration within the HBSS solution.
· Someone who has deployed Policy Auditor and Device Control but would like to know more about each one of these modules so that they can create additional policies. 
