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1 Overview

The CFBLNet Productivity Tool (CPT) is a web application designed to process and manage CFBLNet Initiative Information Packages (CIIP).  The CIIP describes, in detail, an experiment to be conducted on the CFBLNet infrastructure.  The data contained in the CIIP is used to coordinate and allocate network resources so that the experiment can be properly executed.
In the past, CIIP data was inefficiently stored in Microsoft Excel document files on multiple systems.  To correct this, a primary capability of this tool is to provide a centralized online tool for inputting and submitting CIIP data for approval consideration.  
The CIIP data collected by the CPT coincides with the data on the first 8 Tabs of the current CIIP spreadsheet (version 1.7).  To achieve the online attribute, all CIIP data will be stored in a relational database hosted on a server.
Fundamentally, the CPT is a front-end graphical interface that is connected to a database, which allows users to retrieve and store data.

2 Features
Many of the features of the CPT are directly traceable to the extensive, well thought-out set of user requirements presented to the developers.
· Compatible with major browsers: 

· Internet Explorer (Tested)

· Firefox (Tested) 

· Chrome

· Safari 

· Opera

· User Access: 

· Username/Password Protected

· Role Based

· Username/Password Recovery 

· Additional functionality:

· View current status of all Initiatives in the approval process

· View CFBLNet Site Status

· Add and Update POCs

· Import existing CIIP spreadsheet (Version 1.7 template)

· Export CIIP to PDF, MS Word, and MS Excel format

· Automated email notification of CIIP changes

3 Getting Started
The requirements to get started using the CPT are modest.  The following three steps outline how a first time user can obtain access to the web application.
· Step 1: Meet Computer Requirements

· Internet access 
· Screen resolution greater than 800x600 

· Web-based browser (Flash Plug-in) 
· Optional: Acrobat Reader, MS Office 2003 or higher 

· Step 2: Start the CPT Site at one of the following Web addresses
· http://nc3a.info/cfblnet
· http://cfblnet.info and select Productivity Tool
· Step 3: Initiate a CPT Account and Obtain Your Login/Password Information

· Do the following to initiate the CPT Account process:

a. Click any of the menu items on the CPT Top-level page.

The CFBLNet Account Services dialog box appears.
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      Figure 1  CFBLNet Account Services window

b. Click Getting an account is easy. 

c. Fill out the Account Services form. 
d. Click Request Account when finished.  
You can also contact the CPT Team at CFBLNetToolHelp@disa.mil to establish an account.
4 Menu Navigation
The tool’s menu is a simple intuitive one that is based on the relationship between the three main tables in the underlying database.   
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Figure 2  CFBLNet Productivity Tool Top-level Page
4.1 Top-level

The Top-level page is the first CFBLNet page you see when you start the Productivity Tool; and this page provides the CIIP, Sites, People, and Admin menu items.  When you click on any menu item for the first time, the application requires you to enter your username and password in the appropriate text boxes before proceeding.  The usernames and passwords are distributed by the CFBLNet Secretariat.  
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Figure 3 CPT Login Window

4.1.1 Database Views

Three of the menu items at the Top-level provide views into the underlying database.  These menu items are labeled “CIIP,” “Sites,” and “People.”
5 CIIP

Clicking on the CIIP menu item takes you to a tabular listing of all Initiative packages currently loaded in the database.   It is sorted by the CIIP tracking ID, and only 10 listings will be visible on the screen at any one time.  From this screen you can advance through the list, 10 entries at a time.  For each record displayed in the table, there are three actions that you can perform: View, Edit, and Delete.  Some of these actions may be restricted depending on the permission roles assigned to you by the CFBLNet Secretariat.
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Figure 4 Screenshot of Initiatives Data View
5.1 Filter

You can narrow the number of entries displayed by using the Filter button.  To use the Filter application, do the following:

1. Type in a keyword in the text box. 
2. Click the Filter button 
Only records containing the keyword will be retrieved and displayed.

Viewing the CIIP Records List

To view more records in the Initiative table, do one the following:

1. Click the next> command.

a. The list’s next 10 records will appear.  
2. Click last>> to proceed to the end of the list.

3. Click <prev to view records on earlier pages.
4. Click <<first to view the initial 10 records.

5.2 Viewing the Records List in Various Formats
To accommodate various text presentation formats, the View As option allows you to view the entire list in the PDF, Word, and Excel formats.  You also get the option of downloading and saving the files, or merely viewing them.  
To view the file in your preferred format, click the Adobe PDF[image: image5.png]Adobe



, Word[image: image6.png]


, or Excel [image: image7.png]


 icons.  
5.2.1 Viewing Individual Records

The Initiatives page allows you can learn the details of a particular record. When you select a record, you can view separate tabbed-pages that provide in-depth information. These pages include information concerning the network, topology, security, keymat requests, status, and history.  To view individual record details within the CIIP page, do the following:
1. Click the View  [image: image8.png]


   icon to the right of the selected record.

 The record’s information pack displays.
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Figure 5 CIIP Title Page

2. To review CIIP information, click the various tabs – Title, Cover, CMP, GMP, Network, Topology, Security, Keymat Request, Final Report, Status, and History.
The tab information displays. 
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Figure 6  CIIP Final Report Information
3. To print or download the CIIP, do the following:

a. Click Print|Download.
A File Download dialog box displays.
b. Do one of the following:

i. Click Open to display the document in the Word format and print.

ii. Click Save to store Word document and print when needed.

Click Cancel if you do not want to open, save, or print the document.

4. Click X Close to close the CIIP record and return to the Initiatives list.
The Initiatives list displays.
5.2.2 Return to The Main Menu

To return to the Main Menu, do the following:

1.  Click the Main Menu button.  

However, if you have Admin privileges and want to go to the Admin Menu, click the Admin Menu button.

6 Sites

On the Sites page, you can view the list of current CFBLNet affiliated sites and the details concerning the individual sites.  This information includes site address, location code, and latitude/longitude. From this screen you can advance through the list, 10 entries at a time.  For each site displayed in the table, there are three actions that you can perform: View, Edit, and Delete.  Some of these actions may be restricted depending on the permission roles assigned to you by the CFBLNet Secretariat.
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Figure 7  Screenshot of Sites Page
6.1 Viewing the Sites List



To view more records in the Sites table, do one the following:

1. Click the next> command.

a. The list’s next 10 sites will appear.  

2. Click last>> to proceed to the end of the list.

3. Click <prev to view sites on earlier pages.

4. Click <<first to view the initial 10 sites.

6.1.1 Viewing the Sites List in Various Formats

To accommodate various text presentation formats, the View As option allows you to view the entire list in the PDF, Word, and Excel formats.  You also get the option of downloading and saving the files, or merely viewing them.  

To view the sites list in your preferred format, click the Adobe PDF[image: image12.png]Adobe



, Word[image: image13.png]


, or Excel [image: image14.png]


 icons.  
6.1.2 Viewing Individual Site Information

The Sites page allows you to learn the details of a particular CFBLNet site. When you select a site, a window displays that provides in-depth information.  The information includes site address, location code, and latitude/longitude data, if available. To view an individual site’s details within the Sites page, do the following:

1. Click the View  [image: image15.png]


   icon to the right of the selected site.

 The site’s information window displays.
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Figure 8  DSTO Fern Hill CFBLNet Site Information Window
2. To print or download the site information, do the following:

c. Click Print|Download.
A File Download dialog box displays.
d. Do one of the following:

i. Click Open to display the document in the Word format and print.

ii. Click Save to store Word document and print when needed.

Click Cancel if you do not want to open, save, or print the document.

3. Click X Close to close the site window and return to the Sites list.

The Sites list displays.
7 People

The People section of the CPT allows you to view the list of CPT users and their respective site locations.  When you initially go to this view, the list shown on the Web page displays 10 names listed in alphabetical order.  
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Figure 9  Screenshot of People Data View
7.1 Viewing The People List



The online People list only displays 10 alphabetically ordered by last name entries at a time; and to view more names on the list, do one the following:

1. Click the next> command.

a. The list’s next 10 names will appear.  

2. Click last>> to proceed to the end of the list.

3. Click <prev to view sites on earlier pages.

4. Click <<first to view the initial 10 names.

7.2 Viewing The People List in Various Formats

To accommodate various text presentation formats, the View As option allows you to view the entire list in the PDF, Word, and Excel formats.  You also get the option of downloading and saving the files, or merely viewing them.  

To view the sites list in your preferred format, click the Adobe PDF[image: image18.png]Adobe



, Word[image: image19.png]


, or Excel [image: image20.png]
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7.2.1 Viewing Individual Member Information

The Sites page allows you can learn the details of a particular individual. When you select an individual’s name, a window displays that provides in-depth information.  The information includes full name, nationality, military/civilian status, CFBLNet roles, business contact, and email address. To view an individual site details within the Sites page, do the following:

1. Click the View  [image: image21.png]


   icon to the right of the selected site.

The information window displays.

[image: image22.png]CFBLNet Tools - Data Listing - Windows Internet Explorer

[ R L e e ——

Live Search

Ele Edt View Favortes Toos Help

o e i cranet o ~Dats g [

PEOPLE

Filter

<<first <prev 1

23]/4] 5 next>last>>

First Name.

CFBLNt Roles.

Jean-Louis
Sonya
Viv

9 CMP-GMP Participant
9 CMP-GMP Participant
9 CMP-GMP Participant

X close

Devantier, Lee
Potive fum BHLOLH o presnt

General
Full am Lee Devantier
MilitaryiCivilian: ~ Civilian

[CFBLNet Roles:  2097152lnifiative Participant

Postal Contact

. . MNIS PMO
Business Address: |\ -
Home Address:  —

Print| Download PSS

CFBLNet Affliation: FEESIUNITED STATES

3 @ neernet





Figure 10 CFBLNet Member Information Window
2. To print or download the member information, do the following:

e. Click Print|Download.
A File Download dialog box displays.
f. Do one of the following:

i. Click Open to display the document in the Word format and print.

ii. Click Save to store Word document and print when needed.

Click Cancel if you do not want to open, save, or print the document.

3. Click X Close to close the site window and return to the Sites list.

The Sites list displays.

8 Application Security

8.1 User Session
Each user is required to login with a unique combination of username and password.  
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Figure 11  Screenshot of Login Dialog
Once logged in, the session is timed using the server clock.  After 90 minutes, the session shall expire and any unsaved data will be lost.  To continue using the tool, the user will be required to login again to start a new session.  
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Figure 12  Screenshot of Timeout Warning
8.2 Activity Log
Activities by users within the CPT application are logged with a date and time stamp.  Under the current implementation the following activities will be logged:

· User login

· User logout

· CIIP Package approval updates
· Addition, deletion, or modification of CIIP Packages

· Addition, deletion, or modification of user site information

· Addition, deletion, or modification of user contact information

8.3 Access Control
Each user is assigned a different level of access based on their role in CFLBNet.  17 roles have been established for the purposes of using this tool.  Multiple roles can be assigned and the user shall retain the access level of each role, permissions will be aggregated.
	 
	Contacts
	Sites
	Initiatives
	Approval

	 
	R
	E
	A
	D
	R
	E
	A
	D
	R
	E
	A
	D
	C
	I
	N
	S

	SUPPORT  AND FUNCTIONAL ROLES
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Applications Development Team
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Administrator
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	CFBLNet Secretariat
	x
	X
	X
	
	X
	X
	X
	
	X
	X
	X
	
	X
	X
	X
	X

	CMP-GMP Lead Representative
	X
	X
	X
	
	X
	X
	X
	
	X
	X
	X
	
	
	
	
	

	Networking Working Group (NWG) Chair
	X
	X
	X
	
	X
	
	
	
	X
	X
	
	
	
	
	X
	

	Security Working Group (SWG) Chair
	X
	X
	X
	
	X
	
	
	
	X
	X
	
	
	
	
	
	X

	Initiative Working Group (IWG) Chair
	X
	X
	X
	
	X
	
	
	
	X
	X
	
	
	
	X
	
	

	CFBLNet Executive Group (C-EG)
	X
	
	
	
	X
	
	
	
	X
	
	
	
	X
	
	
	

	Initiative Working Group (IWG)
	X
	
	
	
	X
	
	
	
	X
	
	
	
	
	
	
	

	Network Working Group (NWG)
	X
	
	
	
	X
	
	
	
	X
	
	
	
	
	
	
	

	Security Working Group (SWG)
	X
	
	
	
	X
	
	
	
	X
	
	
	
	
	
	
	

	Documents Working Group (DWG)
	X
	
	
	
	X
	
	
	
	X
	
	
	
	
	
	
	

	INITIATIVE SPECIFIC ROLES
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Initiative Lead Participant
	X
	X
	X
	
	X
	
	
	
	X
	X
	X
	
	
	
	
	

	Initiative Participant
	X
	
	
	
	X
	
	
	
	X
	
	
	
	
	
	
	

	Crypto Custodian
	X
	
	
	
	X
	
	
	
	X
	
	
	
	
	
	
	

	CFBLNet Engineer
	X
	
	
	
	X
	
	
	
	X
	
	
	
	
	
	
	

	CFBLNET SITE SPECIFIC ROLES
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Site Contact
	X
	
	
	
	X
	
	
	
	X
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


Table 1. Role Based Access Privileges

8.3.1 Functionality-Based Access

Seventeen functions are divided into three sub-groups: Support and Functional Roles, Initiative Specific Roles, and CFBNet Site Specific Roles.
8.3.2 Role-Based Access

To be completed.
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