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1 Introduction 1 

1.1 Purpose 2 

This CDR Specification Framework document provides guidance for ensuring 3 

consistency and interoperability in the development of CDR Service Specifications.  4 

Generally, it describes the structure and content for CDR Service Specifications including 5 

the description of their key characteristics and a decomposition of key behaviors in the 6 

context of various environmental and technical considerations.  7 

 8 

The following subsections describe the CDR Specification Framework‟s relationship to 9 

other CDR architectural elements, its intended uses, and its intended audience. 10 

1.2 Relationship to Other CDR Architecture Elements1 11 

The CDR Architecture Model shown in Figure 1 prescribes an abstract-to-concrete model 12 

for the development of architecture elements and guidance for content discovery and 13 

retrieval.  Each layer or tier of the model is intended to provide key aspects of the overall 14 

guidance to achieve the goals and objectives for joint DoD/IC content discovery and 15 

retrieval.  The following graphic, discussed in detail within the Content Discovery and 16 

Retrieval Reference Architecture (CDR RA)2, illustrates this model. 17 

                                                 
1 For a detailed description of each of the layers, please reference the CDR RA Section 1. 
2 CDR-RA, IC/DoD Content Discovery and Retrieval Reference Architecture V1.1, February 2011. 
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 18 

Figure 1 - CDR Architecture Model 19 

 20 

As illustrated in Figure 1, this CDR Specification Framework represents one of the key 21 

tiers within the overall CDR Architecture.  While this document provides more concrete 22 

levels of detail than the CDR RA, it does NOT provide implementation-specific 23 

guidance.  That guidance is left to individual CDR Profile Specifications and CDR 24 

Service Specifications.   25 

1.3 Intended Use and Audience 26 

This Specification Framework document is intended to provide both CDR Service 27 

Specification developers/authors and CDR service developers/implementers guidance for 28 

developing and implementing CDR Service Specifications.  Specifically, this 29 

Specification Framework describes the Interface models and related behavior for each 30 

Service Specification and how they should be codified.  For CDR Service Specification 31 

developers/authors, the framework provides the structure and content guidance for how 32 
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CDR Service Specifications should be documented.  For CDR service 33 

developers/implementers, the framework provides the common implementation and 34 

behavior guidance that, coupled with a specific CDR Service Specification, enables the 35 

realization of a CDR service. 36 

1.4 Scope 37 

This CDR Specification Framework describes in greater detail the CDR Components and 38 

capabilities presented in the CDR Reference Architecture.  It is meant to provide 39 

guidance in enough detail to enable interoperability among independent implementations 40 

without otherwise constraining the implementation itself.  In this vein, this document 41 

describes inputs and outputs to each component in the context of the expected behavior 42 

that clarifies what is needed as inputs, outputs, and other effects that are expected to be 43 

produced.  It does not, however, specify the details of the internal implementation 44 

processing. 45 

 46 

One of the important engineering aspects is to be able to compose the CDR Components 47 

to provide a full search and retrieval service.  This Framework discusses the composable 48 

nature of the Components and describes the interfaces and interactions between 49 

components needed to compose them.  It also identifies and provides guidance with 50 

respect to the Security and Messaging Components upon which CDR Components 51 

depend. 52 

1.5 Guiding Principles 53 

The CDR Specification Framework should: 54 

1. Maintain consistency with the CDR RA and build on the CDR RA in a consistent 55 

manner. 56 

2. Expand on concrete details and move towards implementation specifications. 57 

3. Provide sufficient detail to enable its use in a consistent and unambiguous manner 58 

as a foundation for CDR Service Specifications.  Thus, this framework will, as 59 

necessary, expand detail of elements within scope before expanding scope to 60 

other relevant aspects. 61 

4. Reflect the needs of both the IC and DoD. 62 

1.6 Conformance with CDR Specification Framework 63 

The Specification Framework identifies and defines the interface and behavior of Core 64 

Components that underlie content discovery and retrieval capabilities.  The identified 65 

components represent those within the current scope but this does not preclude additional 66 

components being identified and defined in the future. 67 

 68 

Conformance with this specification does NOT REQUIRE that a particular use of this 69 

specification include all identified core components.  However, conformance does 70 

REQUIRE that components which are used MUST conform to MANDATORY 71 

requirements for that component as identified in this specification. 72 
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1.7 Notational Convention 73 

The key words "MUST," "MUST NOT," "REQUIRED," "SHALL," "SHALL NOT," 74 

"SHOULD," "SHOULD NOT," "RECOMMENDED," "MAY," and "OPTIONAL" in 75 

this specification are to be interpreted as described in the Internet Engineering Task 76 

Force, Request for Comment (IETF RFC) 21193.  When these words are not capitalized, 77 

they are meant in their natural-language sense. 78 

 79 

Throughout this document, system elements (functions and input/output), and inclusion 80 

information (Required, Optional, Recommended) are listed in tables similar to Table 1 81 

below.  These tables serve as the governing reference when it comes to determining 82 

whether or not a system element is required. 83 

 84 

Table 1 - Convention for Stipulating System Element Inclusion 85 

Element Name Required/Optional 

Name Required 

 86 

  87 

                                                 
3Internet Engineering Task Force (IETF) Request for Comment 2119, March 1997. 
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2 Common Aspects of the CDR Component 88 

2.1 Identification of the CDR Components 89 

The CDR RA identifies four main component types as shown in Figure 1: 90 

 Consumer Component 91 

 Provider Component 92 

 Core CDR Components 93 

 CDR Dependency Components 94 

 95 

Figure 2 - CDR RA Components 96 

The CDR Integrated Project Team (IPT) Requirements4 are indicative of a diverse, 97 

heterogeneous and distributed information environment in which the CDR Services must 98 

operate.  This specification elaborates on the Core CDR Components and provides 99 

context for the use of CDR Dependency Components that enable the realization of the 100 

CDR Functional Requirements.  A summary of these functional requirements is: 101 

 Enable standards-based searching, discovery, and retrieval of static and dynamic 102 

content and metadata, such as text, structured data in various ontologies and 103 

vocabularies, geospatial data, images, and binary documents. 5 104 

 Enable searches supporting a variety of query capabilities, including full text, 105 

wildcard, faceted, proximity, temporal, geospatial, field value based, natural 106 

language, and concept based queries.6 107 

 Enable brokering of searches to multiple, distributed search service providers, 108 

constraining the search to particular content collections, and providing the 109 

aggregation and de-duplication of results7 110 

                                                 
4 CDR-IPT Requirements Specification, D2R-CDR Requirements FINAL 12-10-09-Mapping, available via CDR-IPT 
Technical Artifacts @ Unclassified Intelink Web Site: 
https://www.intelink.gov/site/odni/cio/i2e/focus/iads/cdript/default.aspx. 
5 CDR IPT Requirements addressed: 006, 025, 042, 043, 044, 054. 
6 CDR IPT Requirements addressed: 009, 010, 016, 017, 018, 026. 

https://www.intelink.gov/site/odni/cio/i2e/focus/iads/cdript/default.aspx
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 Enable the delivery of content via the most efficient mechanism given bandwidth, 111 

recipient type, security domain and other constraints.8 112 

 Enable the generation of descriptions to inform consumers what data is available 113 

and the methods by which it can be discovered and retrieved, which supports the 114 

use of these descriptions in common registries.9 115 

 Enable the storing of queries to be executed in the future, scheduled execution, 116 

subscribing to queries, and providing alerts to distributed consumers. 10 117 

 Enable security controlled access to all services, based on authenticated user 118 

identity, across different security domains and content of different classification 119 

levels.11 120 

 121 

To satisfy these requirements, this CDR Specification Framework has been developed 122 

and is being managed incrementally based on prioritization of CDR capabilities.  It 123 

describes the Interface models and related behavior of the CDR Search, Brokered Search, 124 

Retrieve, Deliver, Describe and Query Management (QM) Specifications to achieve the 125 

following capabilities: 126 

 127 

Search: 128 

 Enable searching through content and metadata in multiple formats as 129 

specified by the consumer, such as image files and textual documents. 130 

 Enable searching through information content that is static, dynamic, 131 

structured and unstructured. 132 

 Enable searching through and appropriately processing of information content 133 

and metadata at different classification levels, and with different handling 134 

caveats; information which could be located on different security domains.  135 

Metadata appears in many different formats, and could contain different 136 

parameters on which to search, (e.g., classification, date/time, country, 137 

National Intelligence Priority Framework (NIPF) category in the NIPF 138 

taxonomy, location, entity [person, organization, etc.]). 139 

 Enable searching through natural language content (probably in many 140 

different languages) or highly formatted content such as geospatial or 141 

temporal content. (Data sources can be active [current, dynamically changing] 142 

or historic [static], each containing different data types). 143 

 144 

Brokered Search: 145 

 Facilitate the distribution of queries to applicable/relevant Search Components 146 

and content collections these Search Components expose. 147 

 Aggregate the results returned individually into a single, uniform results set 148 

which is returned to the Consumer Component. 149 

 150 

                                                                                                                                                 
7 CDR IPT Requirements addressed: 001, 004, 005, 014, 021.  
8 CDR IPT Requirements addressed: 060. 
9 CDR IPT Requirements addressed: 002, 011. 
10 CDR IPT Requirements addressed: 012, 024. 
11 CDR IPT Requirements addressed: 013, 051. 
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Describe: 151 

 Enable resource providers to expose information describing their content 152 

collections and content resources. 153 

 Provide interested parties with a description of the resource and how it can be 154 

accessed or used. 155 

 156 

Query Management: 157 

 Enable service consumers to create, update, and store the search requests as 158 

Saved Searches. 159 

 Enable service consumers to execute Saved Searches based on their specific 160 

request or on event triggers. 161 
 162 

Retrieve: 163 

 Enable retrieval of an identified content resource from the Content Collection 164 

in which it is stored. 165 

 Initiate delivery of the retrieved resource to the requestor or to a designated 166 

alternate location using the Deliver Component. 167 

 168 

Deliver: 169 

 Enable a content resource to be delivered to a specified location which may or 170 

may not be the requesting component. 171 

 Provide additional processing of the content to make it suitable for delivery to 172 

its destination and delivery path to be used. 173 

 On behalf of the consumer, retrieve the requested content and then deliver to 174 

the specified location. 175 

 176 

For each component, the Specification Framework denotes the component‟s externally 177 

visible behavior and consumer-facing interfaces for interacting with generalized external 178 

actors during certain basic scenarios, to include behavior during fault conditions.  It is not 179 

meant to provide a fully exhaustive set of interactions.  For example, many different 180 

alternative flows exist, particularly some of those that handle fault conditions.   181 

 182 

The specification also provides an interface model, describing the parameters and 183 

resources that support information exchange described in the behavioral model.  The 184 

interface model contains both mandatory elements that MUST be included in all 185 

implementations and optional elements that an implementation MAY choose to require, 186 

to leave as optional, or to ignore completely.  The service specifications that derive from 187 

this Specification Framework will make such choices explicit for the implementations 188 

that will comply with that service specification. 189 

 190 

This version of the Specification Framework includes a subsection in the discussion of 191 

each component that identifies relevant behaviors that were deemed out of scope at this 192 

time.  In many cases, it was felt that such scoping limitations improved the feasibility of 193 

developing an initial implementation of the component; in some cases, it was felt that the 194 

behavior was beyond current experience to realistically define in sufficient detail.  Given 195 

the iterative nature of this document, the fact that certain concepts are not included in the 196 
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current version in no way judges the potential applicability for a future version of the 197 

specification. 198 

2.1.1 CDR Component Functions and Activities 199 

The Specification Framework describes Core CDR Components in terms of the functions 200 

they realize and the internal activities that describe their behavior.  For this specification:  201 

 A CDR Component is a logical encapsulation of the processes and actions 202 

necessary to perform and realize the effects of a basic business task related to 203 

content discovery and retrieval. 204 

 A CDR Component identifies a function as that processing which may be initiated 205 

by an external Consumer Component through an interface which defines the 206 

mandatory and optional inputs to be supplied by the Consumer Component and 207 

the outputs that will be returned per the Consumer Component‟s instructions.   208 

 A CDR Component identifies an activity as that processing which is initiated 209 

internal to the component and is not directly accessed by a Consumer 210 

Component.  Inputs to be used by an activity may be provided through the 211 

interface of a function that uses the activity and the output of the function may 212 

reflect processing provided by the activity.  213 

 214 

Both a function and an activity may provide other effects, such as changes to an 215 

underlying database, which are not directly reflected in the component‟s output. 216 

 217 

The CDR interfaces, in general, identify the minimal necessary set of inputs to support 218 

component functionality and additionally append a set of component-specific properties 219 

to configure implementation-specific options.  For example, the Retrieve Component 220 

interface identifies the resource to be retrieved and the source from which the retrieval is 221 

to occur; the Retrieve Properties might include the content types the consumer is 222 

prepared to accept. 223 

 224 

Note that the common definition of a software component is an encapsulated, reusable, 225 

and replaceable part of a software system. The CDR Component is consistent with the 226 

software definition when it is assumed that the corresponding software component 227 

automates the relevant processes and actions.  228 

2.1.2 CDR Component Preconditions and Post-conditions 229 

Successful realization of CDR Component behavior may depend on satisfying 230 

preconditions that are not reflected in the defined inputs and may result in changes that 231 

are not reflected in the defined outputs.  For example, a precondition of Results Paging 232 

(Section 3.4.2) is that a previously executed query can be identified and an additional 233 

subset of the results can be accessed.  If a sufficient time has passed since the query was 234 

executed, accessing the results of that query may no longer be possible.  Similarly, the 235 

post-condition of Deliver (Section 0) is a specified resource should be resident with a 236 

specified recipient.  Faults MAY result if pre- or post-conditions are not satisfied. 237 

 238 

The interface definition for each component includes an explicit listing of preconditions 239 

and post-conditions.  These are provided to contribute to a more complete understanding 240 

and facilitate a consistent set of expectations when interacting with a component 241 
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implementation. The listed preconditions and post-conditions are considered substantive 242 

to the purpose of the component but are not meant to be exhaustive, and the lists may be 243 

augmented or modified as experience in the use of the CDR capabilities expand and 244 

change over time. 245 

2.1.3 CDR Component Composability 246 

The CDR Component interfaces are designed to be stable and flexible while supporting 247 

evolution of the underlying functionality and how the individual components can be 248 

composed into more complex solutions.  For example, the CDR Reference Architecture 249 

(RA) shows the interaction pattern where a resource accessed through the Retrieve 250 

Component can be redirected to another recipient through use of the Deliver Component.  251 

Indeed, the Brokered Search Component, as defined, heavily leverages multiple uses of 252 

the Search Component. 253 

 254 

One mechanism by which the Core CDR Components building blocks enable 255 

composability is the use of an abstract properties bundle in the definition of the 256 

interfaces.  The abstract properties allow for request embedding, where the information 257 

needed to invoke one service is included in the request to another service.  A service can 258 

use this information to invoke another service in the process of generating its output.   259 

This allows request chaining, where the output of one service can serve as the input to 260 

another service.  261 

 262 

As an example of request chaining, if a Retrieve Component implementation has the 263 

ability to engage a Deliver Component implementation, this can be enabled by supplying 264 

Deliver Properties as part of the Retrieve request.  The retrieved resource that serves as 265 

the output of Retrieve becomes the input to Deliver.   266 

 267 

As another example, security could specify that information necessary for user 268 

authentication be included as part of security properties. 269 

 270 

The general use of the abstract properties bundle for each component is that the 271 

component-specific properties for one component can be included in a request to another 272 

component, and the component receiving the request will process the additional 273 

properties to the extent it is designed to do so.  Thus, if a Retrieve implementation 274 

receives a request with Deliver properties and it does not support delivery instructions, 275 

then it will ignore those properties, possibly including a warning to the requester. 276 

2.2 Common Security Concerns 277 

The CDR RA discusses the dependencies between the CDR Core Components and a set 278 

of security components described in the Joint IC/DoD Security Reference Architecture 279 

(SRA),12 Section 9.1 of the Specification Framework amplifies on this dependency and 280 

discusses the common security concerns for each of the CDR Core Components to aid 281 

specification writers, and component implementers in addressing these concerns. While 282 

                                                 
12 Joint IC/DoD Security Reference Architecture, v1.2, July 2008. 
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the interaction diagrams for each component contain references to security-related 283 

concerns, the following should be noted: 284 

 Any resource may have associated policies for use, especially as applies to 285 

authentication and authorization.  These policies may be asserted by both the 286 

resource owner and those responsible for governance and management of the 287 

enterprise.  The implementation of policies related to security considerations 288 

SHOULD leverage the specific security components and interactions defined by 289 

the SRA, and MUST be in compliance with requirements and guidance for 290 

security outcomes as specified in the SRA, its associated specifications and 291 

related security standards and guidance. 292 

 The interaction diagrams in this Specification Framework include a notional step 293 

to authenticate the consumer's identity and authorization to use the CDR 294 

component functionality in the requested manner, as a placeholder for the security 295 

dependency. 296 

 Properly securing CDR services is a team effort between engineers who are 297 

knowledgeable in implementing search and retrieval specifications, and security 298 

engineers who are knowledgeable in integrating security services into other IT 299 

enterprise services. 300 

2.3 Common Definitions of Terms related to Search and Query 301 

The concept of search is often discussed loosely in terms of queries and results, and 302 

variations of these may be combined with more advanced concepts dealing with saving 303 

and executing the search in the future.  The following provides a consistent set of 304 

definitions for terms related to search and query as these terms are used throughout this 305 

document: 306 

 307 

 Search: The process of (1) specifying (search) criteria against which matches to 308 

the criteria are to be found by a search capability that receives the criteria and (2) 309 

returning results of processing the criteria by the search capability; search may 310 

also specify parameters that control the search, e.g. how much time to wait for 311 

results, or the presentation of search results, e.g. how many results to return per 312 

page. 313 

 Query: The criteria for the search expressed in a documented format, e.g. query 314 

language, identified by the query type; may also be referred to as query 315 

expression. 316 

 Query Type: (deprecated input) Type of query that is represented in the Query 317 

input (e.g., keyword, XQuery, etc.) 318 

 Query Metadata: (deprecated input) Information that assists in interpreting the 319 

query (see Section 3.4.1.1). 320 

 Query Properties: Identified properties, e.g. query language, that enable 321 

determination of whether a search capability can process the query. 322 

 Search Capability: An implementation that can accept, process, and return the 323 

results of a query. 324 

 Search Request: All information sent as the request made by a Consumer 325 

Component (which may include other components acting in the role of consumer) 326 

that initiates a search. 327 
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 Search Results: The results of a search capability applying the (search) criteria to 328 

its internal corpus.  The results may be metadata and indicate a mechanism to 329 

retrieve the indicated content or, if feasible and desirable, the entire content. 330 

 Result: An individual match to a query; the aggregate of individual results 331 

comprises the search results.  If available, result metadata MAY be returned with 332 

the result. 333 

 Result Metadata: Information elaborating on the corresponding result.  (See 334 

Section 3.3.) 335 

 Result set: A subset of the search results that are returned in a response to a search 336 

request.  337 

 Saved Search:  A search request and related information appropriately identified 338 

and annotated, that is managed by implementations of the Query Management 339 

Component.  Query Management may also submit a search request managed as 340 

part of a Saved Search to be executed by a search capability.  341 

 Persistent Search:  A Saved Search that is executed based on some defined 342 

trigger, where the trigger may be manual, time-based (e.g. every 3 days), or event-343 

based (e.g. after 100 changes to a content collection). 344 

 Query Management: A CDR Component that manages Saved Searches and may 345 

initiate search requests based on Saved Searches. 346 

2.4 Use of Identifiers 347 

This specification references identifiers in numerous places to uniquely identify a 348 

resource in a certain context.  For example, queryID is used to identify a query and the 349 

corresponding results in the context of results paging.  The Saved Search ID identifies a 350 

resource managed in a QM Collection. 351 

 352 

This specification does not define whether specific identifiers are to be globally unique or 353 

unique within the domain of some managing authority. A Globally Unique Identifier 354 

(GUID) or a Universally Unique Identifier (UUID) uses a very large identifier space, on 355 

the order of 2
128

, and algorithms that incorporate randomness to reduce the probability of 356 

identifier collisions. Uniform Resource Locators (URLs) and XML namespaces identify 357 

an authority to manage an address space and it is up to that authority to follow a scheme 358 

that ensures uniqueness.   359 

 360 

In addition, identifiers may be unique in the context of a single system. In this case, the 361 

combination of a unique identifier for the system and the resource identifier provides a 362 

form of globally unique identifier, but the resource identifier is not guaranteed to be 363 

unique on its own. 364 

 365 

The requirements for identifiers have not been defined in the context of CDR 366 

specifications.  Such Guidance may be developed in future iterations of the CDR 367 

Specification Framework. 368 
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2.5 Common Properties Representation 369 

Abstract properties are discussed in Section 2.1.3 in the context of CDR Component 370 

composability.  The use of abstract properties also provides flexibility for configuring the 371 

use of a CDR Component without an incompatible change to the component interface. 372 

 373 

While the generality of the abstract properties supports flexible composition, additional 374 

guidance for the structure and representation of these properties is needed to facilitate 375 

uniformity and consistency of use.  Such Guidance may be developed in future iterations 376 

of the CDR Specification Framework. 377 

2.6 Common Responses 378 

The CDR components specify outputs and post-conditions that result from interacting 379 

through a defined component interface.  The components also define faults that result if 380 

expected conditions do not occur or do not hold. In the abstract, there is a commonality of 381 

these responses among the CDR components.  For example, a security fault is a type of 382 

fault that will be realized by all components; however, the uniformity of the response is 383 

among the components is not specified.   384 

 385 

The Specification Framework does not provide guidance for standard confirmations or 386 

status responses that a typical Consumer Component may find useful in gauging the 387 

progress of their requests towards the defined outputs and post-conditions.  Such 388 

Guidance may be developed in future iterations of the CDR Specification Framework. 389 

  390 
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3 Search Component 391 

3.1 Component Overview 392 

The Search Component serves as the primary content discovery mechanism to expose 393 

content collections for discovery and accessibility. This component provides a common 394 

interface and behavioral model for IC and DoD content collections, enabling content 395 

consumers to discover relevant content resources from disparate collections across the 396 

IC/DoD Enterprise.  Specifically, the Search Component provides a means to accept a 397 

well-defined syntax and semantics that can be transformed, as needed, and applied to 398 

newly-developed or existing content collections, unambiguously conveying a query 399 

without knowing or setting requirements on the implementation of the underlying content 400 

collection. 401 

3.2 Component Scope 402 

The following concepts are NOT included in the current draft; however, the exclusion of 403 

these concepts in no way judges the potential applicability of the items below or their 404 

inclusion in the future: 405 

 Routing search requests beyond a basic request-response paradigm. 406 

 The de-duplication of results returned from a given Search Component 407 

 Batching multiple queries to a Search Component. 408 

 Invoking a Search Component via multiple simultaneous query representations 409 

(e.g., keyword and XQuery, metadata or SPARQL).  410 

 The publication of or subscription to query results from a given Search 411 

Component. 412 

3.3 Component Behavior 413 

The Search Component comprises three activities that underpin Content Discovery 414 

capabilities: search, result presentation, and results paging.  It is important to note that a 415 

Search Component generally does not return the actual content resources, but rather 416 

metadata13 about the content resources, in the form of search results, contained in the 417 

response.  418 

 419 

Additionally, the Search function‟s results provide the information needed by the CDR 420 

RA‟s Retrieve Component to retrieve or otherwise use a resource.  As described below, 421 

this may be in the form of information common to all results (see Result Set Retrieval 422 

Properties) or it may be information associated with a single result (see Result Retrieval 423 

Properties).  If both methods are utilized in a single results set, the information associated 424 

with a single result MUST be considered an override of the common information.  In 425 

particular, if the common information applies to many but not all of the results in a result 426 

set, then the results for which the common information does not apply SHOULD contain 427 

                                                 
13 In the context of Search, resource metadata generally refers to a subset of a resource’s available metadata, not the 

entire underlying record.  The Search Component generally returns metadata about a resource, which may 
sometimes describe the underlying resource (e.g., an image), while other times representing a sub-set of the data 
that makes up a resource (e.g., a collection of attributes).  In some cases, the metadata returned from an 
instantiation of the Search function and the Retrieve function, which returns a resource itself, may happen to be 
the same, though this is considered an edge condition. 
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individual information that defines retrieval of that result.  This specification does not 428 

state a preference for either method – thus, both are OPTIONAL – but retrieval 429 

information SHOULD be available through at least one. 430 

 431 

From the perspective of information exchanges relevant to this specification framework, 432 

these activities provide the following: 433 

 Search passes a recognizable, appropriately formatted query to a search capability 434 

and that generates search results in response to the query.   435 

 Results presentation takes the search results, applies appropriate formatting, and 436 

returns the formatted search results to the search consumer.  The presentation may 437 

include information about the search that provides context to the results, such as 438 

displaying the query that was executed or providing a timestamp of when the 439 

search was executed.  Results presentation will provide a default sorting of results 440 

and may also sort the results per consumer instructions.  The results and their 441 

presentation may be subject to other processing to implement business logic such 442 

as restricting results based on identity, but the details of such processing are out of 443 

scope. 444 

 Results paging supports sequentially providing slices of resource metadata 445 

returned as results to the search consumer.  Paging may respond to specific 446 

consumer instructions, e.g., using a specified starting point in a list of results, or 447 

may respond with a default next or previous slice. 448 

 449 

This specification does not specify the processes involved in each activity, only the 450 

overall behavior that provides a context for understanding the effects of performing a 451 

search.  For example, the search may be based on exact matches to the criteria in the 452 

query or may provide approximate matches based on fuzzy searches.  The results paging 453 

may be implemented through a caching mechanism or a re-executing of the query, and 454 

may not guarantee continuity of search results while switching pages. 455 

 456 

While the activities as described are sequential in nature, this specification does not 457 

preclude an overlap in processing by an implementation.  For example, an 458 

implementation may begin formatting results before all results are returned from the 459 

search activity.  Additionally, some degree of formatting and/or sorting will likely occur 460 

when the search results are generated.  461 

3.4 Interface Model 462 

The Search Component comprises two functions: Search and Results Paging. All Search 463 

Component implementations MUST implement the Search function; the Results Paging 464 

function is OPTIONAL. 465 

Table 2 - Search Component Functions 466 

Function Name Required/Optional 

Search Required 

Results Paging Optional 
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3.4.1 Search Function (required) 467 

3.4.1.1 Preconditions 468 

The following preconditions MUST be satisfied if the search function is to correctly 469 

process input and generate results and post-conditions as described. 470 

 A Policy Decision Point has determined, based on the requestor‟s identity and 471 

authentication of that identity (“authenticated identity”), that the consumer is 472 

authorized to issue the search request, and a Policy Enforcement Point allows 473 

Search to be invoked for the consumer. 474 

 A Policy Decision Point has determined, based on subject and object attributes 475 

that the consumer is authorized to query the specified content resource, and a 476 

Policy Enforcement Point allows the query to be processed. 477 

3.4.1.2 Input 478 

Table 3 - Search Function Inputs 479 

Input Name Required/Optional 

Query Required 

Query Properties Optional 

Search Properties Optional 

 480 
Query – The query to execute. The framework does not mandate specific query language 481 

syntax. All CDR Search Specifications MUST include a Query input. 482 

Query Properties – Identified properties, e.g. query language, that enable determination 483 

of whether a search capability can process the query; may specifically be used as part of 484 

Source Identification (see section 4.4.2.).   485 

 486 

Query Properties replaces the previously separate inputs of Query Type and Query 487 

Metadata.  There was not previously adequate distinction in the information that could be 488 

considered for the separate inputs, and the single input provides sufficient opportunity to 489 

attach information to assist at characterizing the query. 490 

Search Properties – Information provided by the search requestor to specify and 491 

configure optional behavior supported by the Search Component implementation. The 492 

following query properties are commonly used in practice and serve to illustrate the 493 

utility of search properties: Example elements include but are not limited to Timeout, 494 

Result Metadata Format, Result Sorting Order, Results per page, and Start index. 495 

Timeout – The maximum time to take performing the search before results and/or 496 

a fault MUST be returned. While similar timeout functionality may be 497 

implemented by Service Level Agreements (SLAs) or the underlying transport 498 

protocol, this timeout value tells the provider how long they have to answer the 499 

query. This is especially useful for providers with slow or distributed underlying 500 

content repositories. CDR Search Specifications MAY choose not to support 501 

timeout or MAY define a default timeout. (Deprecated as individual input 502 

element). 503 
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Result Metadata Format – The metadata format to use for results. CDR Search 504 

Specifications MAY choose to define a single result metadata format, in which 505 

case this input would not be used. CDR Search Specifications that do use this 506 

input MAY define a default result metadata format. (Deprecated as individual 507 

input element). 508 

Result Sorting Order – The order to sort the results. CDR Search Specifications 509 

MAY define a single result sorting order (e.g. relevancy). CDR Search 510 

Specifications that do use this input MAY define a default sorting order. 511 

(Deprecated as individual input element). 512 

Results Per Page – The maximum number of results to return in the Search 513 

output. CDR Search Specifications that do not support this field MUST define a 514 

default value. (Deprecated as individual input element). 515 

Start Index – The number of the first result to return. CDR Search Specifications 516 

that do not support this field MUST define a default value.  Note: Start index must 517 

be between 1 and Total Result Count.  The results that are returned for any paging 518 

request will be those between (Start index) and (Start index + Results per page - 519 

1).  This specification does not define the concepts of next page or previous page.  520 

These may be included in search service specifications that derive from this 521 

Specification Framework. (Deprecated as individual input element). 522 

3.4.1.3 Output 523 

Table 4 - Search Function Outputs 524 

Output Name Required/Optional 

Result Set Required 

 525 

Figure 3 reflects the compositional hierarchical that exists between a Result Set and 526 

Results.   This distinction is useful when processing search results.    527 

 528 

Query Identifier

Response Result Count

Total Result Count

Result Set

Result Metadata

Result Relevancy

Retrieve Properties

Timestamp

Result

0..*1

 529 

Figure 3 - Result Set Class Diagram 530 

The single output of the Search Function is the Result Set.  531 

Result Set – Required. The results of the input query; see the definition in Section 2.3. 532 

All CDR Search Specifications MUST contain a Result Set output. The Result Set MUST 533 

include 0 or more Results. 534 

 535 

As part of the Result Set, the output MUST contain the REQUIRED elements that follow 536 

and MAY contain the RECOMMENDED and OPTIONAL elements.  537 
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Results Metadata – Required. A set of resource metadata properties describing the 538 

Result. CDR Search Specifications SHOULD support well-defined and community-539 

accepted metadata formats when possible. CDR Search Specifications MAY define a 540 

required subset of properties if desired. 541 

Result Relevancy – Optional. The relevancy of a Result in satisfying the criteria in the 542 

query. The framework does not provide any specific guidance on relevancy algorithms. 543 

Retrieve Properties – Optional.  A set of properties describing how to retrieve the 544 

associated Result. 545 

Timestamp – Recommended.  The time that the provider executed the query. This value 546 

can be used by Search consumers to determine the “freshness” of the results. 547 

Query Identifier – Optional.  A unique identifier for the query request that enables 548 

Results Paging. CDR Search Specifications MAY choose not to support this output.  549 

Response Result Count – Recommended.  The number of results in the Result Set that is 550 

currently being returned.  The value MUST be less than or equal to the Results per Page 551 

input if the input is specified.  552 

Total Result Count – Recommended. The total number of results that the provider has 553 

for the query. 554 

3.4.1.4 Post-conditions 555 

The following post-conditions MUST be the end result of the search function if it has 556 

successfully processed input and generated output as described.  Fault conditions 557 

SHOULD result if post-conditions are not satisfied. 558 

 Results correspond to defined outputs. 559 

 Only the Search Results that the consumer is authorized to access will be passed 560 

back to the consumer.  Authorization will be determined based on the consumer's 561 

attributes and the Search Result's Information Assurance metadata. 562 

 The audit security service collected information and fault reports to identify and 563 

analyze anomalous behavior or misuse during the execution of the Search 564 

function or activities within the function. 565 

3.4.2 Results Paging Function (optional) 566 

3.4.2.1 Preconditions 567 

The following preconditions MUST be satisfied if the results paging function is to 568 

correctly process input and generate results and post-conditions as described. 569 

 A valid query ID was generated during a previous search and the collection 570 

receiving the paging request recognizes and can respond for this query ID. 571 
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3.4.2.2 Input 572 

Table 5 - Results Paging Function Inputs 573 

Input Name Required/Optional 

Query identifier Optional 

Results per page Optional 

Start index Optional 

 574 

Query Identifier – An identifier for the query as defined in Section 3.4.1.3. This value 575 

MUST correspond to a “Query Identifier” output from a previously performed Search or 576 

Results Paging function, if applicable. 577 

Results Per Page – As defined in Section 3.4.1.2. 578 

Start Index – As defined in Section 3.4.1.2. 579 

3.4.2.3 Output 580 

Table 6 - Results Paging Function Outputs 581 

Output Name Required/Optional 

Result Set Required 

Result Metadata  Required 

Result Set Retrieval Properties Optional 

Result Relevancy  Optional 

Result Retrieval Properties Optional 

Timestamp Recommended 

Query Identifier Optional  

Response Result Count Recommended 

Total Result Count Recommended 

 582 

Result Set – As defined in Section 3.4.1.3. 583 

Result Metadata– As defined in Section 3.4.1.3. 584 

Result Set Retrieval Properties – As defined in Section 3.4.1.3. 585 

Result Relevancy – As defined in Section 3.4.1.3. 586 

Result Retrieval Properties – As defined in Section 3.4.1.3. 587 

Timestamp – As defined in Section 3.4.1.3. 588 

Query Identifier – As defined in Section 3.4.1.3. 589 

Response Result Count – As defined in Section 3.4.1.3. 590 

Total Result Count – As defined in Section 3.4.1.3. 591 
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3.4.2.4 Post-conditions 592 

The following post-conditions MUST be the end result of the Results Paging function if it 593 

has successfully processed input and generated output as described.  Fault conditions 594 

SHOULD result if post-conditions are not satisfied. 595 

 Results correspond to defined outputs. 596 

 The audit security service collected information and fault reports to identify and 597 

analyze anomalous behavior or misuse during the execution of the Search 598 

function or activities within the function. 599 

3.4.3 Fault Conditions 600 

Fault conditions as described below provide a brief description of faults that may occur 601 

during search component processing.  Individual specifications SHOULD support these 602 

faults and MAY expand their description of fault conditions to address additional 603 

situations or provide additional detail on the fault. 604 

Table 7 - Search Component Faults 605 

Fault Name Fault Description 

Query Type Not Supported  A fault used when the provider does not support the 

type of query specified by the Query Type input 

parameter.  

Invalid Query Syntax  A fault used when the contents of the Query input 

parameter are not valid. 

Query Term Not Supported  A fault used if the query type is supported and the query 

conforms to the defined query syntax but a portion of 

the query is not supported by the provider.  

Query Timeout  A fault used when the query cannot be executed in the 

amount of time specified by the Timeout input 

parameter.  

Query Execution Fault  A fault used when an error occurs during query 

execution.  

Query Metadata Fault  A fault used if the query metadata is not understood or 

contains an error.  In the case of Query Metadata not 

being understood, a Search Component MAY choose to 

continue the execution of the query.  In this case, some 

indication SHOULD be provided in the output‟s Result 

Metadata Properties.   

Security Fault  A fault used if the consumer is not authenticated or is 

not authorized to use the Search function.  

Invalid Paging Value Fault  A fault used if a paging-related input parameter (e.g., 

start index, results per page) is not recognizable.  
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Out Of Range Fault A fault used if the “Start Index” input if greater than the 

total number of results from the query.  

Result Sorting Not 

Supported 

A fault used when the provider does not support the 

result sorting mechanism specified by the Result Sorting 

input parameter.  

Result Format Not 

Supported 

 A fault used when the provider does not support the 

result format specified by the Result Metadata Format 

input parameter.  

 606 

  607 
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4 Brokered Search Component 608 

4.1 Component Overview 609 

The Brokered Search Component serves as the primary mechanism to (1) facilitate the 610 

distribution of queries to multiple content collections and (2) aggregate the results 611 

returned individually into a single, uniform results set.  A secondary mechanism is the 612 

identification of appropriate content collections to which a given query is to be 613 

distributed.   614 

 615 

Inasmuch as the distributing of search requests is an internal activity of a Brokered 616 

Search Component implementation (see Section 4.3.3), these content collections are NOT 617 

REQUIRED to be accessed through use of CDR Search Components, but use of the CDR 618 

Search Component is RECOMMENDED.  The remainder of Section 0 will discuss 619 

behavior in terms of the CDR Search Component where this facilitates ease and clarity of 620 

explanation. 621 

4.2 Component Scope 622 

The following concepts are NOT included in the current draft; however, the exclusion of 623 

these concepts in no way judges the potential applicability of the items below or their 624 

inclusion in the future: 625 

 Mediation/Translation functions may be invoked by the Brokered Search 626 

Component but the specifics of how such functions are accomplished is outside 627 

the current scope. 628 

 A Brokered Search Component federating to another Brokered Search 629 

Component raises the danger of infinite recursion, e.g., Broker A federates a 630 

search to Broker B which federates the search to Broker C, and Broker C 631 

federates to Broker A because it does not realize Broker A was already part of the 632 

search path.  While a number of approaches may apply to avoid this problem, 633 

these will not be elaborated at this time. 634 

4.3 Component Behavior 635 

The Brokered Search Component comprises four activities that underpin Brokered Search 636 

capabilities: Brokered Search coordination, source identification, search component 637 

invocation, and federated search results processing.  The coordination activity receives 638 

the search request and then invokes the source identification, search component 639 

invocation, and federated results processing in turn. 640 

 641 



UNCLASSIFIED 
IC/DoD CDR Specification Framework 

DRAFT Version 1.0 
 

 

UNCLASSIFIED 

22 

 642 

Figure 4 - Brokered Search Activity Flow 643 

To satisfy the basic federated search use case, a Consumer Component would submit a 644 

search request to a Brokered Search Component that would then distribute the search to 645 

the applicable Search Components.  The Brokered Search Component would conclude by 646 

compiling a list of search results14 returned by the Search Components and process the 647 

results for return to the Consumer.  An implementation of the Brokered Search 648 

Component may support results return by:  649 

 Merging the results from all the Search Components into a consolidated set and 650 

then deliver the set to the originating consumer, or  651 

 Returning the search results incrementally back to a consumer in grouped subsets 652 

as these become available from each Search Component. 653 

The Consumer MAY use the Brokered Search Properties to express a preference for 654 

which return method to use; the Brokered Search Component will abide by the request if 655 

the method is available or will return a fault it the requested return method is not 656 

supported. 657 

 658 

The following subsections provide additional information on behavior within each 659 

activity but do not specify a preferred mechanism by which the behavior is to be 660 

implemented. 661 

4.3.1 Brokered Search Coordination Activity 662 

The Brokered Search Coordination activity is the primary entry point to the Brokered 663 

Search function and provides coordination of the other activities that identify, invoke, and 664 

process results from the federation targets.  In addition to managing internal 665 

communications among the activities, the Brokered Search Coordination activity MUST 666 

manage individual federation target invocations and respond to information exchanges 667 

with the federation targets.  It may also be the point of invoking mediation to enable a 668 

larger number of targets to participate. 669 

                                                 
14 Results should be encoded in documented format, e.g., the IC/DoD supported format of Atom augmented with 

DDMS. 
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4.3.2 Source Identification Activity  670 

The Source Identification activity identifies Content Collection Components and the 671 

associated Search Components to which a search request will be distributed.  The target 672 

Search Components may be identified through any combination of the following 673 

mechanisms:  674 

(1) Chosen from an internal list (where the current specification does not detail how 675 

that list is created or maintained). 676 

(2) Provided as input by the Consumer.  677 

(3) Selected based on criteria specified by the Consumer and/or gathered through 678 

inspection of the query. 679 

Additional information required from the Consumer to make use of the second 680 

mechanism SHOULD be provided through the Brokered Search Properties.  The third 681 

mechanism assumes a search of a collection of content collection descriptions and is 682 

defined in terms of the CDR Search Component (see Section 0).  As with other uses of 683 

search, the third mechanism may make use of translation/mediation capabilities, either 684 

internal or external, to interpret the search request and increase the number of content 685 

collections that can process the search request.   686 

 687 

The Source Identification activity may make use of more than one collection of Content 688 

Collection or Search Component descriptions for any of the listed mechanisms. The 689 

Describe Component (Section 5) includes relevant discussion on description creation, 690 

maintenance, and use. 691 

4.3.3 Search Component Invocation Activity  692 

The Brokered Search Component will execute an instance of the Search Component 693 

Invocation activity for each federate target.  This includes responding to requests and 694 

faults that may be sent by any federate target. 695 

4.3.4 Federation Results Processing Activity 696 

The Federation Results Processing activity performs the required processing necessary to 697 

combine individual Search Component Invocation activity outputs into a single uniform 698 

results set per any processing instructions provided in the Brokered Search Properties.  699 

The processing MAY include but is not limited to: 700 

 Converging or normalizing results sets from each federation target, including 701 

format translation. 702 

 Eliminating duplicates. 703 

 Calculating a consistent relevance ranking. 704 

 Caching results for further processing. 705 

 Results paging. 706 

 Providing incremental feedback to the requesting Consumer Component 707 

 Responding with faults, as needed. 708 
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4.4 Interface Model 709 

The Brokered Search Component comprises two functions: Brokered Search and Source 710 

Identification. All Brokered Search Component implementations MUST implement the 711 

Brokered Search function; the Source Identification function is OPTIONAL. 712 

Table 8 - Brokered Search Component Functions 713 

Function Name Required/Optional 

Brokered Search Required 

Source Identification Optional 

4.4.1 Brokered Search Function (required) 714 

4.4.1.1 Preconditions 715 

The following preconditions MUST be satisfied if the brokered search function is to 716 

correctly process input and generate results and post-conditions as described. 717 

 A Policy Decision Point has determined, based on the requestor‟s identity and 718 

authentication of that identity (“authenticated identity”), that the consumer is 719 

authorized to issue the search request, and a Policy Enforcement Point allows 720 

Brokered Search to be invoked for the consumer. 721 

 A Policy Decision Point has determined, based on subject and object attributes 722 

that the consumer is authorized to query the specified content resources, and a 723 

Policy Enforcement Point allows the query to be processed. 724 

 The Consumer Component request must be consistent with the means the 725 

Brokered Search function has available for resolving source identification.  726 

4.4.1.2 Input 727 

Table 9 - Brokered Search Coordination Function Inputs 728 

Input Name Required/Optional 

Search Function Inputs Required/Optional per Table 3 

Brokered Search Properties Optional 

 729 
Search Function Inputs – The Brokered Search Component search inputs conform to 730 

the Search Component inputs described in Section 3.4.1.1.  These inputs may be used 731 

directly or processed as necessary for use in the Brokered Search Coordination function. 732 

Brokered Search Properties – Properties that configure activities of the Brokered 733 

Search Component.  These properties MAY include a Consumer-selected list of sources, 734 

maximum time to wait for each source (timeout), and requested result format (e.g., 735 

merged or grouped) for the Federation Results Processing activity. 736 

As part of its input, the Brokered Search Component MAY also receive input from the 737 

Consumer Component for configuring the presentation of results.  This input MAY be 738 

retained by the Brokered Search Component as configuration for final processing when 739 

the Brokered Search activities are complete and results are returned to the Consumer 740 

Component. 741 
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4.4.1.3 Output 742 

Table 10 - Brokered Search Coordination Function Outputs 743 

Output Name Required/Optional 

Merged Results Set and 

associated output 

Required/Optional per the 

description of the Results Set data 

construct (Figure 3) 

Total Results by Source Optional 
 744 

Merged Results Set and Associated Output – Results set after merging of results sets 745 

of individual Search Component Invocations and other federation results processing as 746 

indicated through Brokered Search Properties.  This output will include required and 747 

optional outputs as indicated in Table 4 and available from each invocation. 748 

 749 

Total Results By Source – The total number of results returned by a search request for a 750 

given source.   751 

4.4.1.4 Post-conditions 752 

The following post-conditions MUST be the end result of the brokered search function if 753 

it has successfully processed input and generated output as described.  Fault conditions 754 

SHOULD result if post-conditions are not satisfied. 755 

 Results correspond to defined outputs. 756 

 The audit security service collected information and fault reports to identify and 757 

analyze anomalous behavior or misuse during the execution of the Brokered 758 

Search function or activities within the function. 759 

4.4.2 Source Identification Function (optional) 760 

4.4.2.1 Preconditions 761 

The following preconditions MUST be satisfied if the source identification function is to 762 

correctly process input and generate results and post-conditions as described. 763 

 The consumer is already authorized to invoke Brokered Search. 764 

 The consumer‟s security attributes are available for a Policy Decision Point and a 765 

Policy Enforcement Point to ensure that the Search Request only goes to content 766 

resources that the consumer is authorized to find. 767 

 Searchable collection of content collection descriptions must be available. 768 

4.4.2.2 Input 769 

Table 11 - Source Identification Function Inputs 770 

Input Name Required/Optional 

Search Function Inputs Required/Optional per Table 3 

 771 

Search Function Inputs – The Source Identification function inputs conform to the 772 

Search Component inputs described in Section 3.4.1.1. The query is constructed by the 773 

Brokered Search component based on the original Consumer query and information 774 

provided in the Brokered Search Properties. 775 
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4.4.2.3 Output 776 

Table 12 - Source Identification Function Outputs 777 

Output Name Required/Optional 

Identified Content Collections and 

access (as Results Set of Search 

Function Outputs) 

Required 

Identified Content Collections and Access – A set of identifiers and/or access 778 

mechanisms for Content Collections that are to act as federation targets. 779 

The output of most interest from this function is the list of identified content collections 780 

to be used as federation targets.  This information MUST be conveyed in the Results Set 781 

outputs are described in Section 3.4.1.3.   782 

4.4.2.4 Post-conditions 783 

The following post-conditions MUST be the end result of the source identification 784 

function if it has successfully processed input and generated output as described.  Fault 785 

conditions SHOULD result if post-conditions are not satisfied. 786 

 A Policy Decision Point has determined, based on subject and object attributes 787 

that the consumer is authorized to query the identified content resources, and a 788 

Policy Enforcement Point allows the query to be sent to the appropriate Search 789 

component. 790 

 The audit security service collected information and fault reports to identify and 791 

analyze anomalous behavior or misuse during the execution of the Brokered 792 

Search function or activities within the function. 793 

 Results correspond to defined outputs. 794 

4.4.3 Fault Conditions 795 

Fault conditions as described below provide a brief description of faults that may occur 796 

during brokered search component processing.  Individual specifications SHOULD 797 

support these faults and MAY expand their description of fault conditions to address 798 

additional situations or provide additional detail on the fault.  The faults explicitly listed 799 

here are in addition to the faults described in Section 3.4.3. 800 

Table 13 - Brokered Search Component Faults 801 

Fault Name Fault Description 

Unsupported Required 

Brokered Search 

Properties Fault 

A fault used if a required property of the Brokered Search 

Properties is not supported.  This fault will terminate 

execution without proceeding to the other Brokered Search 

Component activities. 
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Unsupported Optional 

Brokered Search 

Properties Fault 

 A fault used if an optional element of the Brokered Search 

Properties is not supported. A Brokered Search Component 

MAY choose to continue the execution of the query but 

SHOULD provide some indication of the fault in the output‟s 

Result Metadata Properties. 

Brokered Search 

Properties Error Fault 

 A fault used if an element of the Brokered Search Properties 

is supported but contains an error in its representation.  In the 

case of a required element, the fault will terminate execution 

without proceeding to the other Brokered Search Component 

activities. In the case of an optional element, a Brokered 

Search Component MAY choose to continue the execution of 

the query but SHOULD provide some indication of the fault 

in the output‟s Result Metadata Properties. 

Results Return Method 

Preference Fault 

 A fault used if the requested return method, e.g. a single 

merged results or incrementally grouped results, is not 

supported by the Brokered Search Component. This fault will 

terminate execution without proceeding to the other Brokered 

Search Component activities. 

Source Invocation 

Fault 

 A fault used if the Brokered Search Coordination activity 

cannot invoke, monitor, or process results from the Source 

Identification activity. 

Search Component 

Invocation Fault 

 A fault used if the Brokered Search Coordination activity 

cannot invoke, monitor, or process results from any Search 

Component Invocation activity. This fault MUST clearly 

identify which invocation manifested the problems. 

Federated Results 

Processing Fault 

A fault used if the Brokered Search Coordination activity 

cannot invoke, monitor, or process results from the Federated 

Results Processing activity. 

Invocation Results Set 

fault 

 A fault used when federation results processing cannot 

process the results set of an individual Search Component 

Invocation.  This indicates an error in the returned results set 

or an inconsistency in interpreting the results set specified 

format. 

Invocation Results 

Optional Output fault 

 A fault used when federation results processing cannot 

process optional outputs as described in Table 4 for an 

individual Search Component Invocation. 

Results Return 

Processing fault 

A fault used when federation results processing supports the 

specified results return method, e.g. merged or incremental, 

but fails to cannot complete processing successfully. 

 802 
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5 Describe Component 803 

5.1 Component Overview 804 

The Describe Component serves as the primary mechanism for providers to expose 805 

information describing their resources.  The resulting description may be used for 806 

numerous purposes, such as discovering that a resource exists, identifying policies 807 

applied to the resource, or finding mechanisms through which a content resource can be 808 

retrieved.  In general, a description tells an interested party what the resource is and how 809 

it can be accessed or used. 810 

 811 

The CDR RA introduces a broad set of components whose ultimate implementations and 812 

context will vary within a heterogeneous enterprise.  Descriptions are used to explicitly 813 

characterize CDR-related resources, including CDR component implementations, and 814 

give resource providers the ability to reflect both the static and dynamic aspects of a 815 

resource.  Static aspects may include the name and summary description of the 816 

component and the information model used by the component.  Dynamic aspects change 817 

on a frequent basis and may describe concepts in terms of data, performance, or other 818 

fungible classifications.  For instance, a consumer may only be interested in content 819 

collections that contain data less than 24 hours old.  The Describe Component description 820 

model can be used to characterize both the static and dynamic aspects of a resource. 821 

5.2 Component Scope 822 

The following concepts are NOT included in the current draft; however, the exclusion of 823 

these concepts in no way judges the potential applicability of the items below or their 824 

inclusion in the future: 825 

 Description Recipients. 826 

 Alternative Description Access Mechanisms. 827 

 Specific property sets and their corresponding property values. 828 

 Specifics of using Deliver Component to provide description to Description 829 

Recipient. 830 

 831 

The Describe Component is general enough to be applied to any resource.  This Section 832 

will focus on the resources that are directly applicable to the CDR RA, including but not 833 

limited to, the following: Content Collections, Search Components, and Retrieve 834 

Components.   835 

5.3 Component Behavior 836 

The Describe Component enables the creation and maintenance of a consistent 837 

representation of description that supports multiple description uses in a uniform manner.  838 

The fundamental output of the Describe Component is a metadata construct, referred to 839 

as a Description.   840 

5.3.1 Description 841 

A description of a given resource comprises one or more description statements, as 842 

indicated below in Figure 5. 843 

 844 
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 845 

Figure 5 - Describe Logical Data Model 846 

The Description Statement includes the property and associated value that convey 847 

individual static or dynamic informational concept.  It is composed of a Property 848 

Identifier, Property Value, and a Property Value Reference, and this information 849 

constitutes the input to the Describe function.  850 

 851 

Property Identifier – The common name of a property used to describe a resource.  852 

Property Identifiers MUST have an associated definition.  This definition MAY include 853 

guidance on assigning values to the Property.  The Property Identifier SHOULD be 854 

chosen to be applicable across communities where a description with this Property may 855 

be used.    856 

 857 

Property Value – The value or set of values assigned to a Property Identifier. 858 

 859 

Property Value Reference – An optional element that SHOULD be used to define the 860 

semantics or other source descriptions of the values assigned as Property Values.  861 

Multiple Property Value References MAY be identified for any Property Value.  In 862 

addition, separate Property Value References MAY be identified for each Property Value 863 

when more than one Property Value is assigned to a Property Identifier. 864 

5.3.2 Description Process 865 

Figure 6 shows the actors and the basic process that generates description. 866 

 867 

 868 

Figure 6 - Describe Process 869 

The Description Information encompasses the information that constitutes the 870 

Description as shown in Figure 5. This specification does not prescribe a preferred 871 

concrete data model, and other documents will elaborate on recommended description 872 

content for specific resources.  However, the specification of the elements of a 873 

description and the relationships among these elements is meant to provide a consistent 874 

structure upon which the description of any resource class can be specified.   It is 875 

expected that this model will be the basis for specific describe specifications and 876 

implementation guides.15 877 

                                                 
15 The Service Description Framework (SDF) and Content Collection Description Framework (CCDF), available on 

the unclassified Intelink Web Site, provide examples of recommended description content tailored to a specific use 
of properties. 
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5.3.2.1 Description Trigger 878 

The Description Trigger is a Consumer Component that initiates using a Describe 879 

Component implementation to create or update a Description.  The trigger may be a 880 

human or machine provider of information from which the Description will be created or 881 

updated.  Alternately, the trigger may be an automated response to an event (e.g., a 882 

notification) or an automated periodic refresh of existing descriptions.  This specification 883 

does not impose any limits on what may constitute the Description Trigger. 884 

5.3.2.2 Describe 885 

In the context of Figure 6 and as elaborated below, the Describe Component accepts 886 

Description Information as input and generates a Description that it provides to the 887 

Description Recipient.  A Describe Component implementation may encompass a wide 888 

range of activities depending on the composition and form of the Description Information 889 

and the complexity of getting the description to the Description Recipient.  The following 890 

are examples of activities which a Describe Component implementation may perform; 891 

however, this list is meant to be illustrative and neither requires nor restricts actual 892 

implementations. 893 

 894 

1. In the simplest case, a new description is to be created using Description 895 

Information that conforms to the logical model in Figure 5, and the created 896 

Description is to be sent to a single, known recipient.  In this case, a Describe 897 

Component implementation may validate the input representation is correct and 898 

send it to the recipient. 899 

 900 

2. The Describe Component implementation may provide a Graphical User Interface 901 

(GUI) or other interface through which it receives Description Information and 902 

will transform the input into the required representation.  The input may be values 903 

to associate with identified Property Identifiers or may be information sources 904 

that the Describe Component implementation is prepared to use for directly 905 

accessing or invoking other processes to create such values. 906 

 907 

3. The Describe Component implementation is to provide the description to a 908 

Description Recipient for which the delivery requires special processing which 909 

may be better handled using an appropriate Deliver Component implementation.  910 

In this case, the Describe Component implementation will act as the Initiating 911 

Consumer of the Deliver Component. 912 

5.3.2.3 Description Recipient 913 

The Description Recipient refers to the location to which descriptions are delivered and 914 

the entity at that location that is prepared to accept and invoke necessary local activities 915 

related to the description.  The following are examples of how the Description Recipient 916 

may process or use the description; however, this list is meant to be illustrative and not 917 

limit the actual recipient.   918 

 919 

1. The Description Recipient may be a searchable collection where numerous 920 

descriptions are stored.   921 

 922 
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2. The Description Recipient may not support direct search but may be used as a 923 

source from which a separate searchable collection can aggregate descriptions as 924 

its content.   925 

 926 

3. The Description Recipient also acts as the Description Trigger and triggers the 927 

creation of the most recent description for immediate local use without any long 928 

term storage. 929 

 930 

If the output of the Describe Component is to be used as an update of an existing 931 

description, it is up to the Description Recipient to process or otherwise use the updated 932 

description as appropriate for their processes and needs.  For example, the Description 933 

Recipient may simply overwrite the existing description; alternately, the Description 934 

Recipient may archive the existing description and identify the updated description as the 935 

current one.   936 

 937 

Although the specifics of the Description Recipient are beyond the scope of the Describe 938 

Component, what is essential to the overall describe capability is that descriptions must 939 

be available to support resource discovery and resource use. 940 

5.4 Interface Model 941 

The Describe function is the single function of the Describe component. All Describe 942 

Component implementations MUST implement the Describe function. 943 

Table 14 - Describe Component Functions 944 

Function Name Required/Optional 

Describe Required 

5.4.1 Describe Function (required) 945 

5.4.1.1 Preconditions 946 

The following preconditions MUST be satisfied if the search function is to correctly 947 

process input and generate results and post-conditions as described. 948 

 A Policy Decision Point has determined, based on the provider‟s identity and 949 

authentication of that identity (“authenticated identity”), that they are authorized 950 

to provide a description and a Policy Enforcement Point allows Describe to be 951 

invoked for the provider. 952 

 The provider has determined the security attributes associated with the content 953 

resource and its metadata. 954 

 Property Identifiers should be identified for a resource class of interest. 955 

 Controlled vocabularies should exist and be available as sources of Property 956 

Values and as the indicated Property Value Reference. 957 

 Other source material, such as policies, requirements statement, etc., should be 958 

available to be identified as Property Value References. 959 
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5.4.1.2 Input 960 

Table 15 - Describe Function Inputs 961 

Input Name Required/Optional 
Description Information Required 

 962 
Description Information – This includes any information needed by the Describe 963 

Component to generate a Description and transfer the resulting Description to the 964 

Description Recipient.  An example of one item in the Description Information could be 965 

the location(s) of the Description Recipient(s). 966 

 967 

The Description Information may consist of values provided by the Description Trigger  968 

to be associated with indicated Property Identifiers or may identify information sources 969 

from which such values can be accessed or derived.  In addition, if a Describe 970 

Component implementation is being used to update an existing description, the 971 

Description Information MUST include an identifier or other unique information that 972 

allows the Describe Component implementation to retrieve the existing description.  The 973 

identifier or other retrieval information may be specified through any number of means, 974 

to include but not be limited to: being known by the Description Trigger, being accessible 975 

from a list of previously created descriptions (possibly maintained by a Describe 976 

Component implementation), or being included as part of the results set of a search. 977 

5.4.1.3 Output 978 

Table 16 - Describe Function Outputs 979 

Output Name Required/Optional 
Description Required 

 980 

Description – Description of a resource conforming to the Logical Data Model as 981 

prescribed in (Section 5.3.1). 982 

5.4.1.4 Post-conditions 983 

The following post-conditions MUST be the end result of the describe function if it has 984 

successfully processed input and generated output as described.  Fault conditions 985 

SHOULD result if post-conditions are not satisfied. 986 

 The security attributes of the content resource, its metadata and its environment 987 

are stored in a database to support a Policy Decision Point used to control access 988 

to the content or its metadata. 989 

 The audit security service collected information and fault reports to identify and 990 

analyze anomalous behavior or misuse during the execution of the Describe 991 

function or activities within the function. 992 

 Description generated and resident with identified Description Recipient(s). 993 

5.4.2 Fault Conditions 994 

Fault conditions as described below provide a brief description of faults that may occur 995 

during describe component processing. Individual specifications SHOULD support these 996 
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faults and MAY expand their description of fault conditions to address additional 997 

situations or provide additional detail on the fault. 998 

Table 17 - Describe Component Faults 999 

Fault Name Fault Description 

Insufficient 

Description 

Information 

 This fault occurs if the Description Information is insufficient for 

the Describe Component to generate a description.  This fault 

should indicate which of the required input was not supplied. 

Invalid Property  This fault occurs when a property that has not been defined in a 

vocabulary is added 

Invalid Property 

Value 

 This fault occurs when a property value is found to be invalid per 

the vocabulary. 

Invalid Property 

Value Reference 

 This fault occurs when a property value reference is found to be 

invalid. 

 1000 

  1001 
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6 Query Management Component 1002 

6.1 Component Overview 1003 

The Query Management (QM) Component serves as the primary mechanism to enable: 1004 

 Data management (Create, Read, Update, Delete) associated with a persistent 1005 

collection, referred to as a QM Collection of Saved Searches16. 1006 

 Searching the QM Collection. 1007 

 Execution of Saved Searches. 1008 

 1009 

This Section is focused on the interface to this collection of QM functionality and makes 1010 

no assertions regarding component implementation.    1011 

6.2 Component Scope 1012 

The following concepts are NOT included in the current version; however, the exclusion 1013 

of these concepts in no way judges the potential applicability of the items below or their 1014 

inclusion in the future: 1015 

 The alerting pattern of QM. 1016 

 Transactional aspects and versioning of the Saved Search. 1017 

 Support for viewing Saved Search Execution History. 1018 

 Management of Search Results.  1019 

 External Subscribers that are not managed by the QM Component.
17

 1020 

 For updates, providing only fields to be changed rather than entire Search 1021 

Request. 1022 

6.3 Component Behavior 1023 

The QM Component comprises three activities that underpin Content Discovery 1024 

capabilities for Saved Searches: manage, search, and execute.  The QM Manage Activity 1025 

provides mechanisms to manage the search requests that may be used to discover relevant 1026 

content resources, the QM Search Activity provides a mechanism to investigate the 1027 

contents of the QM Collection, and the QM Execute Activity provides a mechanism to 1028 

use Saved Searches as future search requests.  The activities leverage the resource 1029 

structure shown in Figure 7 to identify the parts and relationships of the information 1030 

resources associated with a Saved Search.    1031 

 1032 

The Saved Search Bundle shown in Figure 7 is the information resource stored in the QM 1033 

Collection and includes a search request and the target search capability (where the 1034 

search is to be executed).   The search request conforms to the inputs for the Search 1035 

Function as defined in Section 3.4.1.2.  Each Search Bundle has an associated Saved 1036 

Search ID which is used to reference the Saved Search Bundle within a QM Collection.   1037 

The Description shown in Figure 7 is that characteristic metadata that can make the 1038 

Saved Search discoverable.  1039 

                                                 
16 Search request, Saved Search, and other terms related to search are defined in Section 2.3. 
17 “External Subscribers” refers to Consumer Components that make requests of the Query Management Component 

to execute a Saved Search at regular intervals. This kind of subscription makes no additional demands on the 
interface of the Query Management Component. 
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 1040 

 1041 

Figure 7 - Saved Search Bundle 1042 

The QM Manage Activity is realized through four functions: QM-Create, QM-Read, 1043 

QM-Update, and QM-Delete.  While these correspond to the traditional create, read, 1044 

update, and delete (CRUD) functions, the Saved Search analogs should not be confused 1045 

with proprietary CRUD functions that correspond to a particular implementation of the 1046 

QM Collection.  Rather, the QM CRUD functions are tailored to provide generic 1047 

interfaces specifically to manage Saved Searches, and the relationships of QM CRUD 1048 

functions to proprietary collection interfaces are not defined in this specification.  While 1049 

the QM CRUD functions may be generalized in the future, such generalization is beyond 1050 

the current scope. 1051 

 1052 

The QM Search Activity enables a prospective consumer to inspect the QM Collection 1053 

for Saved Searches of interest.  It leverages the CDR Search Component but the query 1054 

would be in terms focused on the Saved Search, such as the Description as shown in 1055 

Figure 7.  In addition, the target search capability would be directed to a QM Collection 1056 

and the results would be metadata corresponding to Saved Searches.  In its simplest form, 1057 

the query can be one of a set of predefined list requests, such as list Saved Searches 1058 

identified with a particular owner. 1059 

 1060 

The QM Execute Activity enables a search consumer to execute a Saved Search.  It 1061 

leverages a modified version of the CDR Search Function, substituting the Saved Search 1062 

ID for the query in the Search Function inputs.  This requires the identified Saved Search 1063 

to be retrieved from the QM Collection or the corresponding search request to be 1064 

otherwise derived from the identifier information so it can be used by the target search 1065 

capability. 1066 

 1067 

By defining the Saved Search in terms of the CDR Search inputs, the Saved Search can 1068 

be used directly with any compatible target search capability that supports the CDR 1069 

Search interface.  This lessens the processing required of the QM Component.  In 1070 

addition, the corresponding inputs of a QM Execute MAY be used as overrides for values 1071 

in the Saved Search. 1072 
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 1073 

A Saved Search becomes a Persistent Search when it is associated with information that 1074 

controls when it is to be executed.   Execution is caused by a trigger, where the trigger 1075 

may be manual, time-based (e.g. every 3 days), or event-based (e.g. after 100 changes to 1076 

a content collection).  The Saved Search may be executed any number of times as a 1077 

Persistent Search, or it may simply be saved as documentation with no intent to execute.  1078 

 1079 

The search capability acting as the target of the search SHOULD NOT be able to 1080 

differentiate between a Saved Search and an identical search generated as a new search 1081 

by a consumer.  Conversely, the consumer receiving a response SHOULD NOT be able 1082 

to differentiate between the response resulting from a Saved Search and the response 1083 

resulting from a new search by a consumer.  While metadata returned with the results 1084 

based on a Saved Search may carry additional information that explicitly refers to the 1085 

Saved Search, there SHOULD NOT be anything inherently different between a new 1086 

search and a Saved Search. 1087 

6.4 Interface Model 1088 

The QM Component comprises the six functions shown in Table 18. 1089 

Table 18 - Query Management Interface Functions 1090 

Function Name Required/Optional 

QM-Create Required 

QM-Read Required 

QM-Update Required 

QM-Delete Required 

QM-Execute Required 

QM-Search Optional 

6.4.1 QM-Create Function (required) 1091 

The QM-Create function enables the user to construct a Saved Search.   In response to a 1092 

QM-Create request, the QM component implementation will assign a Resource Identifier 1093 

referred to as a Saved Search ID.    1094 

6.4.1.1  Preconditions 1095 

The following preconditions MUST be satisfied if the QM-Create function is to correctly 1096 

process input and generate results and post-conditions as described. 1097 

 A Policy Decision Point has determined, based on the provider‟s identity and 1098 

authentication of that identity (“authenticated identity”), that they are authorized 1099 

to  create a  Saved Search Bundle and a Policy Enforcement Point allows QM-1100 

Create to be invoked for the provider. 1101 

 The QM Collection is known/identified. 1102 
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6.4.1.2 Input 1103 

Table 19 - QM-Create Function Inputs 1104 

Input Name Required/Optional 

Search Request Required 

Target Search Capability Required 

QM Properties Optional 

Search Request – Request that initiates a search (see Section 2.3). The search request 1105 

MUST be composed of Search Function inputs as defined in Section 3.4.1.2.    1106 

Target Search Capability – Reference to the Search Component or Brokered Search 1107 

Component implementation that is to process the search request. The reference MUST 1108 

provide or be able to be transformed to an address through which a Consumer 1109 

Component can later initiate a search by sending the search request to that address. 1110 

QM Properties – Information provided by the QM consumer to specify and configure 1111 

optional behavior supported by the QM Component implementation.   1112 

6.4.1.3 Output 1113 

Table 20 – QM-Create Function Outputs 1114 

Output Name Required/Optional 

Saved Search ID Required 

Saved Search Optional 

Saved Search Description Optional 

Saved Search ID – A unique identifier provided by the QM Component that identifies 1115 

the result of a QM-Create or QM-Update request. 1116 

Saved Search – Identified and managed search information as defined in Sections 2.3 1117 

and further described in 6.3. 1118 

Saved Search Description – Metadata that describes the Saved Search.   The Saved 1119 

Search Description MAY be returned in addition to the Saved Search ID in order to make 1120 

the Consumer Component immediately aware of any data elements that were set by the 1121 

QM Component, such as “date created” or other metadata. 1122 

6.4.1.4   Post-conditions 1123 

The following post-conditions MUST be the end result of the search function if it has 1124 

successfully processed input and generated output as described.  Fault conditions 1125 

SHOULD result if post-conditions are not satisfied. 1126 

 Information describing the security policy regarding access to (CRUD, Search 1127 

and Execute) for the Saved Search Bundle is stored in a Policy Decision Point 1128 

database. 1129 

 The audit security service collected information and fault reports to identify and 1130 

analyze anomalous behavior or misuse during the execution of the QM function 1131 

or activities within the function. 1132 
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6.4.2 QM-Read Function  1133 

The QM-Read function SHOULD utilize the definition of the Retrieve Function 1134 

described by the Retrieve Component. The Retrieve Function is used as a composable 1135 

service definition to support reading Saved Search resources managed by a QM 1136 

Component implementation.  It does not execute the Saved Search, but MAY facilitate a 1137 

scenario where a Consumer Component uses the information contained in the Saved 1138 

Search to execute a search on a Search Component. 1139 

6.4.2.1 Preconditions 1140 

The following preconditions MUST be satisfied if the QM-Read function is to correctly 1141 

process input and generate results and post-conditions as described. 1142 

 A Policy Decision Point has determined, based on the provider‟s identity and 1143 

authentication of that identity (“authenticated identity”) that they are authorized to 1144 

use QM-read and a Policy Enforcement Point allows QM-Read to be invoked for 1145 

the provider. 1146 

 A Policy Decision Point has determined, based on subject and the Saved Search 1147 

Bundle security attributes, that the consumer is authorized to read the Saved 1148 

Search, and a Policy Enforcement Point allows the consumer to read the Saved 1149 

Search Bundle. 1150 

 Saved Search is under management of QM and may be retrieved through 1151 

reference to its Saved Search ID. 1152 

6.4.2.2 Input 1153 

Table 21 - QM-Read Function Inputs 1154 

Input Name Required/Optional 

Saved Search ID Required 

QM Properties Optional 

Saved Search ID – As defined in Section 3.4.1.3. 1155 

QM Properties – As defined in Section 3.4.1.2.   1156 

6.4.2.3 Output 1157 

Table 22 - QM-Read Function Outputs 1158 

Output Name Required/Optional 

Saved Search Required 

Saved Search Description Optional 

Saved Search – As defined in Section 3.4.1.3. 1159 

Saved Search Description – As defined in Section 3.4.1.3. 1160 

6.4.2.4 Post-conditions 1161 

 Saved Search Bundle is not affected by read. 1162 
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 The audit security service collected information and fault reports to identify and 1163 

analyze anomalous behavior or misuse during the execution of the QM function 1164 

or activities within the function. 1165 

6.4.3 QM-Update Function  1166 

The QM-Update function allows a consumer component to change a Saved Search. The 1167 

Consumer Component sends an updated Search Request and/or Target Search Capability 1168 

to the QM Component. This differs from the QM-Create Activity in that the Consumer 1169 

Component MUST also send a valid Saved Search ID corresponding to a previously 1170 

created Saved Search. The QM-Update function will replace Search Request and/or the 1171 

Target Capability in the existing Saved Search to correspond to the update input.  The 1172 

Saved Search ID will remain the same. 1173 

6.4.3.1 Preconditions 1174 

The following preconditions MUST be satisfied if the QM-Update function is to correctly 1175 

process input and generate results and post-conditions as described. 1176 

 A Policy Decision Point has determined, based on the provider‟s identity and 1177 

authentication of that identity (“authenticated identity”) that they are authorized to 1178 

use QM-Update and a Policy Enforcement Point allows QM-Update to be 1179 

invoked for the provider. 1180 

 A Policy Decision Point has determined, based on subject and the Saved Search 1181 

Bundle security attributes that the consumer is authorized to update the Saved 1182 

Search, and a Policy Enforcement Point allows the consumer to update the Saved 1183 

Search Bundle. 1184 

 Saved Search is under management of QM and may be accessed through 1185 

reference to its Saved Search ID for purposes of update. 1186 

6.4.3.2 Input 1187 

Table 23 - QM-Update Function Inputs 1188 

Input Name Required/Optional 

Saved Search ID Required 

Saved Search Required 

QM Properties Optional 

Saved Search ID – As defined in Section 3.4.1.3. 1189 

Saved Search – As defined in Section 3.4.1.3. 1190 

QM Properties – As defined in Section 3.4.1.2.   1191 
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6.4.3.3 Output 1192 

Table 24 - QM-Update Function Outputs 1193 

Output Name Required/Optional 

Saved Search ID Required 

Saved Search Optional 

Saved Search Description Optional 
 1194 

Saved Search ID – As defined in Section 3.4.1.3. 1195 

Saved Search – As defined in Section 3.4.1.3. 1196 

Saved Search Description – As defined in Section 3.4.1.3. 1197 

6.4.3.4 Post-conditions 1198 

 Saved Search Bundle reflects specified updates. 1199 

 Saved Search Bundle is referenced by the Saved Search ID. 1200 

 The audit security service collected information and fault reports to identify and 1201 

analyze anomalous behavior or misuse during the execution of the QM function 1202 

or activities within the function. 1203 

 If the update to the Saved Search changes its security attributes, the attributes are 1204 

updated in the Policy Decision Point database. 1205 

6.4.3.5 Other Considerations 1206 

This specification does not define the process for updating the Saved Search. e.g. whether 1207 

the Saved Search collection completely overwrites the existing Saved Search or internally 1208 

maintains a history of past versions.  While such a versioning strategy SHOULD be 1209 

developed and made known to potential Consumer Component, the specifics of such a 1210 

strategy are beyond the scope of this document. 1211 

6.4.4 QM-Delete Function  1212 

The QM-Delete function removes a Saved Search resource from the Saved Search 1213 

collection managed by the QM Component.   1214 

6.4.4.1 Preconditions 1215 

The following preconditions MUST be satisfied if the QM-Delete function is to correctly 1216 

process input and generate results and post-conditions as described. 1217 

 A Policy Decision Point has determined, based on the provider‟s identity and 1218 

authentication of that identity (“authenticated identity”) that they are authorized to 1219 

use QM-Delete and a Policy Enforcement Point allows QM-Delete to be invoked 1220 

for the provider. 1221 

 A Policy Decision Point has determined, based on subject and the Saved Search 1222 

Bundle attributes that the consumer is authorized to delete the Saved Search 1223 

Bundle, and a Policy Enforcement Point allows the consumer to delete the Saved 1224 

Search Bundle. 1225 

 Saved Search is under management of QM and may be accessed through 1226 

reference to its Saved Search ID for purposes of delete. 1227 



UNCLASSIFIED 
IC/DoD CDR Specification Framework 

DRAFT Version 1.0 
 

 

UNCLASSIFIED 

41 

6.4.4.2 Input 1228 

Table 25 - QM-Delete Function Inputs 1229 

Input Name Required/Optional 

Saved Search ID Required 

QM Properties Optional 

Saved Search ID – As defined in Section 3.4.1.3. 1230 

QM Properties – As defined in Section 3.4.1.2. 1231 

6.4.4.3 Output 1232 

Table 26 - QM-Delete Function Outputs 1233 

Output Name Required/Optional 

Confirmation Required 

Confirmation – If the Delete Activity is successful, it MUST return a notification of a 1234 

successful deletion. 1235 

6.4.4.4 Post-conditions 1236 

 Saved Search Bundle is no longer accessible by QM functions.  1237 

 The audit security service collected information and fault reports to identify and 1238 

analyze anomalous behavior or misuse during the execution of QM function or 1239 

activities within the function. 1240 

 The security attributes of the deleted Saved Search are removed from the Policy 1241 

Decision Point database. 1242 

6.4.4.5 Other Considerations 1243 

There are a number of issues that relate to Delete that will be left to the Saved Search 1244 

collection implementation and are considered out of scope for the current version. 1245 

 A Delete may be a “soft” Delete and only mark an item as deleted without 1246 

removing it from the collection or a “hard” which is permanent and removes the 1247 

deletion from the collection.  A Delete may also be reversible in that for some 1248 

time after a Saved Search has been designated for deletion, the designation can be 1249 

removed.  These are all left as option for the implementation.  1250 

 A Saved Search which has been soft deleted SHOULD be omitted by default from 1251 

the response to a Search Saved Searches function request, but SHOULD be 1252 

optionally accessible.  1253 

 Any verification to prevent accidental deletion, such as a GUI prompt asking the 1254 

user to verify their intentions, is left to the Consumer Component.  1255 

 Management of external subscribers is out of scope for the QM Component and is 1256 

left to the Consumer Component of the QM-Execute activity, so if the Delete 1257 

function deletes a resource that is referenced by an external subscriber, the 1258 

external subscriber must be able to recognize the fault condition and respond 1259 

appropriately. 1260 
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6.4.5 QM-Execute Function  1261 

The Execute function is accomplished through the use of CDR Search.  Search request 1262 

are sent to the Target Search Service which in turn executes the search request.  The 1263 

target search service may be a Search Component or Brokered Search Component.    1264 

6.4.5.1 Preconditions 1265 

The following preconditions MUST be satisfied if the QM-Execute function is to 1266 

correctly process input and generate results and post-conditions as described. 1267 

 A Policy Decision Point has determined, based on the provider‟s identity and 1268 

authentication of that identity (“authenticated identity”) that they are authorized to 1269 

use QM-Execute and a Policy Enforcement Point allows QM-Execute to be 1270 

invoked for the provider. 1271 

 A Policy Decision Point has determined, based on subject and the Saved Search 1272 

attributes that the consumer is authorized to execute the Saved Search Bundle, 1273 

and a Policy Enforcement Point allows the consumer to execute the Saved Search 1274 

Bundle. 1275 

 Saved Search is under management of QM and may be accessed through 1276 

reference to its Saved Search ID for purposes of execute. 1277 

6.4.5.2 Input 1278 

Table 27 - QM-Execute Function Inputs 1279 

Input Name Required/Optional 

Modified  

Search Function Inputs 

Required/Optional per Table 3, 

as modified below 

Saved Search ID Required (as replacement for 

Search Function query) 

Search QM Properties Optional 

Modified Search Function Inputs – As defined in Section 3.4.1.2 except the 1280 

REQUIRED Query is replaced by the Saved Search ID.  Note, other than query, all 1281 

Search Function inputs are OPTIONAL. 1282 

Saved Search ID – As defined in Section 3.4.1.3. 1283 

QM Properties – As defined in Section 3.4.1.2. 1284 

6.4.5.3 Output 1285 

Table 28 - QM-Execute Function Outputs 1286 

Output Name Required/Optional 

Search Results Required 

Search Results – Results of a search as defined in Section 2.3 and further discussed in 1287 

Section 3.4.1.3. 1288 
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6.4.5.4 Post-conditions 1289 

 Saved Search Bundle is not affected by its use as part of QM-Execute. 1290 

 The audit security service collected information and fault reports to identify and 1291 

analyze anomalous behavior or misuse during the execution of the QM function 1292 

or activities within the function. 1293 

6.4.6 QM-Search Saved Search Function  1294 

The QM-Search function enables a Consumer Component to search the QM Collection.   1295 

The use of CDR Search for this function provides a consistent, well-defined approach to 1296 

discovering the data in a QM Collection.    QM-Search provides flexible means to access 1297 

Saved Searches.   One use of QM-Search would be to „list‟ all Saved Searches that 1298 

correspond to a particular user. 1299 

6.4.6.1 Preconditions 1300 

The following preconditions MUST be satisfied if the QM-Search Saved Search function 1301 

is to correctly process input and generate results and post-conditions as described. 1302 

 A Policy Decision Point has determined, based on the provider‟s identity and 1303 

authentication of that identity (“authenticated identity”) that they are authorized to 1304 

use QM-Search Saved Searches and a Policy Enforcement Point allows QM-1305 

Search Saved Searches to be invoked for the provider. 1306 

 A Policy Decision Point has determined, based on subject and the Saved Search 1307 

attributes that the consumer is authorized to search the QM collection, and a 1308 

Policy Enforcement Point allows the consumer to search Saved Searches in the 1309 

QM Collection. 1310 

 Collection must support search if search function is to be used. 1311 

6.4.6.2 Input 1312 

Table 29 - QM-Search Function Inputs 1313 

Input Name Required/Optional 

Search Function Inputs Required/Optional per Table 3 

QM Properties Optional 

Search Function Inputs – Inputs conforming to the Search Function inputs as defined in 1314 

Section 3.4.1.1.  These inputs may be used directly or processed as necessary for use in 1315 

the QM-Search function.  1316 

QM Properties – As defined in Section 3.4.1.2. 1317 

Note that query is the only REQUIRED Search Function input and its content and format 1318 

is not defined in Section 3.4.1.2. For use with QM-Search, the query could be a simple 1319 

“list” command as defined by the QM Component implementation. 1320 
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6.4.6.3 Output 1321 

Table 30 - QM-Search Function Outputs 1322 

Output Name Required/Optional 

Search Function Outputs Required 

Search Function Outputs – Outputs conforming to the Search Function outputs as 1323 

defined in Section 3.4.1.3.  The results set comprise results and associated metadata for 1324 

identified Saved Searches in the QM Collection. 1325 

6.4.6.4 Post-conditions 1326 

 Saved Search Bundle is not affected by search Saved Search. 1327 

 Only the Saved Search Bundles that the consumer is authorized to access will be 1328 

passed back to the consumer.  Authorization will be determined based on the 1329 

consumer's attributes and the access policy for the Saved Search Bundle. 1330 

 The audit security service collected information and fault reports to identify and 1331 

analyze anomalous behavior or misuse during the execution of the QM function 1332 

or activities within the function. 1333 

6.4.7 Fault Conditions  1334 

Fault conditions as described below provide a brief description of the faults that may 1335 

occur during QM Component processing.  Individual specifications SHOULD support 1336 

these faults and MAY expand their description of fault conditions to address additional 1337 

situations or provide additional detail on the fault.  The faults explicitly listed here are in 1338 

addition to the faults related to the use of CDR Search/Brokered Search by the QM-1339 

Execute and QM-Search functions, and those faults are described in Sections 3.4.3 and 1340 

4.4.3. 1341 

Table 31- Query Management Faults 1342 

Fault Name Fault Description 

Validation Failure The search request to be saved did not meet the validation criteria. 

Resource Not 

Found 

The Saved Search requested at that Saved Search ID was not 

found or has been deleted. 

Resource Moved The Saved Search requested at that Saved Search ID is now 

located elsewhere.  The Query Management Component 

SHOULD return the new location. 

6.5 Future Considerations 1343 

6.5.1 Persistent Search  1344 

Persistent Search allows a consumer to identify a Saved Search and associate a trigger 1345 

that will cause the search request to be submitted to the target search capability. An 1346 

example use of Persistent Search is to receive automatic updates whenever new content is 1347 

available at the target search capability.   Support for a Persistent Search capability will 1348 

require the QM mechanism to include or work in collaboration with several additional, 1349 
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non-trivial capabilities.   Using the simple working definition of Persistent Search as 1350 

defined in Section 2.3, it is possible to identify sets of functionality that may need to be 1351 

included in future versions of this specification: 1352 

 Subscription - Enables consumers to express interest (subscribe) in information 1353 

resources to which a consumer‟s Saved Search can be submitted. 1354 

 Filtering - Processes large volumes of information which can be suitable for the 1355 

satisfaction of a consumer‟s needs. 1356 

 Event Detection - Defines the conditions associated with a trigger.   Triggers 1357 

serve to initiate work (processes) within the Persistent Search environment.   1358 

 Alerts - notifies subscribers when information of interest becomes available.   1359 

Identifying and coordinating the collaboration of the functional sets identified above will 1360 

be an essential part of making full use of the QM features specified to this point.  1361 

  1362 
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7 Retrieve Component 1363 

7.1 Component Overview 1364 

The Retrieve Component serves as the primary content access mechanism. It 1365 

encompasses the capability to retrieve an identified content resource from the Content 1366 

Collection in which it is stored.  The content resource may be identified in the result set 1367 

returned from the Search Component or the retrieval information could be obtained 1368 

elsewhere by the requester.   1369 

7.2 Component Scope 1370 

The Retrieve Component is general enough to be applied to an identified resource.   1371 

7.3 Component Behavior 1372 

The Retrieve Component provides a common interface and behavioral model for 1373 

Intelligence Community (IC) and Department of Defense (DoD) content collections, 1374 

enabling content consumers to retrieve content resources from disparate collections 1375 

across the IC/DoD enterprise.  Specifically, the Retrieve Component provides a means to 1376 

accept a uniform syntax and semantics that can be transformed, as needed, and applied to 1377 

newly-developed or existing content collections.  Thus, it unambiguously conveys a 1378 

request for the content without knowing or setting requirements on the implementation of 1379 

the underlying content collection. 1380 

7.4 Interface Model 1381 

The Retrieve function is the single function of the Retrieve component. All Retrieve 1382 

Component implementations MUST implement the Retrieve function. 1383 

Table 32 - Retrieve Component Functions 1384 

Function Name Required/Optional 

Retrieve Required 

7.4.1 Retrieve Function (required) 1385 

7.4.1.1 Preconditions 1386 

The following preconditions MUST be satisfied if the retrieve function is to correctly 1387 

process input and generate results and post-conditions as described. 1388 

 Retrieve must include the invocation of security services responsible for 1389 

authentication, authorization, IA metadata binding, access enforcement, and cross 1390 

domain flow control to ensure authorized use of the retrieve function and protect 1391 

retrieved content (See Section 9.1.). 1392 

 The resource to be retrieved must be accessible using the pattern described for the 1393 

retrieve component.  1394 

 A Policy Decision Point has determined, based on the requestor‟s identity and 1395 

authentication of that identity (“authenticated identity”), that the consumer is 1396 

authorized to issue the retrieve request, and a Policy Enforcement Point allows 1397 

Retrieve to be invoked for the consumer. 1398 



UNCLASSIFIED 
IC/DoD CDR Specification Framework 

DRAFT Version 1.0 
 

 

UNCLASSIFIED 

47 

 A Policy Decision Point has determined, based on subject and object attributes 1399 

that the consumer is authorized to retrieve the specified content resource, and a 1400 

Policy Enforcement Point allows the retrieve request to be processed. 1401 

7.4.1.2 Input 1402 

Table 33 - Retrieve Function Inputs 1403 

Input Name Required/Optional 
Resource Identifier Required 

Retrieve Source Required 
Retrieve Properties Optional 

 1404 

Resource Identifier - Identifies the content resource to be retrieved. The identifier 1405 

MUST be unique within the data set. CDR Retrieve specifications MUST include an 1406 

identifier. 1407 

 1408 

Retrieve Source – Indicator of the Resource Collection or Search Component to which 1409 

the retrieve request is directed. This may be part of the Resource Identifier. 1410 

 1411 

Retrieve Properties - Information needed by the Retrieve Component to respond to the 1412 

retrieve request. The specifics of the Retrieve Properties, including whether specific 1413 

Retrieve Properties are mandatory or optional, are specified by the Service Specification 1414 

of the Retrieve Component implementation.  An example of Retrieve Properties could be 1415 

content types the Consumer Component is prepared to receive. 1416 

7.4.1.3 Output 1417 

Table 34 - Retrieve Function Outputs 1418 

Output Name Required/Optional 
Resource Required 

Resource Metadata Optional 

 1419 
Resource - Resource Content that has been retrieved and needs to be returned per the 1420 

Consumer Component request. 1421 

 1422 

Resource Metadata - Metadata about the Resource that is relevant to retrieving (and 1423 

delivering) the Resource and may not be included in the Result Metadata. 1424 

7.4.1.4 Post-conditions 1425 

The following post-conditions MUST be the end result of the retrieve function if it has 1426 

successfully processed input and generated output as described.  Fault conditions 1427 

SHOULD result if post-conditions are not satisfied. 1428 

 Results correspond to defined outputs. 1429 

 Only the Content Resource that the consumer is authorized to access will be 1430 

passed back to the consumer.  Authorization will be determined based on the 1431 

consumer's attributes and the retrieved Content Resource‟s IA metadata  1432 
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 The audit security service collected information and fault reports to identify and 1433 

analyze anomalous behavior or misuse during the execution of the Retrieve 1434 

function or activities within the function. 1435 

7.4.2 Fault Conditions 1436 

Fault conditions as described below provide a brief description of faults that may occur 1437 

during Deliver Component processing.  Individual specifications SHOULD support these 1438 

faults and MAY expand their description of fault conditions to address additional 1439 

situations or provide additional detail on the fault. 1440 

Table 35 - Retrieve Component Fault 1441 

Fault Name Fault Description 

Content Not Found A fault used when the provider does not 

have any content for the Content Identifier 

input. 

Retrieve Property Unsupported A fault used if a Retrieve Property is not 

supported. 

Retrieve Property Error A fault used if an error occurs while 

processing a Retrieve Property 

 1442 

  1443 
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8 Deliver Component 1444 

8.1 Component Overview 1445 

The Deliver Component allows a content resource to be sent to a specified destination, 1446 

which may or may not be the requesting component.   1447 

 1448 

The Deliver Component provides a behavioral model for IC and DoD content collections, 1449 

enabling the delivery of content to content consumers of resources from disparate 1450 

collections across the IC/DoD Enterprise.  The Deliver Component provides a means to 1451 

deliver a content resource.  1452 

8.2 Component Scope 1453 

The Deliver Component is general enough to be applied to the transfer of resource 1454 

payloads.   1455 

8.3 Component Behavior 1456 

In its simplest form, Deliver will take a consumer-supplied payload and send it to another 1457 

consumer as specified in the delivery property set.   A second variation of Deliver may 1458 

include additional processing, such as compression, encryption, or conversion that makes 1459 

delivery of the payload suitable for its destination and the delivery path to be used.  For 1460 

example, if an image is to be delivered to a location that can only be reached using a low 1461 

bandwidth path, Deliver processing may choose to apply interim processing of the 1462 

information payload to transform it into a payload that is more appropriate for the 1463 

destination.   The third variation of Deliver occurs when a consumer requests the delivery 1464 

of an information payload that must be retrieved prior to information delivery. 1465 

 1466 

The outcome of using the Deliver Component is a payload resident at the specified 1467 

destination. Successful delivery of a payload REQUIRES the Receiving Consumer to 1468 

understand and be able to process the protocols used by the Deliver Component 1469 

Implementation.  Note that the mechanism for ensuring the attempted Deliver protocol 1470 

and the protocols recognized by the Receiving Consumer are compatible is out of scope. 1471 

8.4 Interface Model 1472 

The Deliver function is the single function of the Deliver component. All Deliver 1473 

Component implementations MUST implement the Deliver function. 1474 

Table 36 - Deliver Component Functions 1475 

Function Name Required/Optional 

Deliver Required 

8.4.1 Deliver Function (required) 1476 

8.4.1.1 Preconditions 1477 

The following preconditions MUST be satisfied if the Deliver function is to correctly 1478 

process input and generate results and post-conditions as described. 1479 
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 A Policy Decision Point has determined, based on the requestor‟s identity and 1480 

authentication of that identity (“authenticated identity”), that the consumer is 1481 

authorized to invoke Deliver, and a Policy Enforcement Point allows Deliver to 1482 

be invoked for the consumer. 1483 

 A Policy Decision Point has determined, based on subject and object attributes of 1484 

the object and of the Deliver Destination‟s attributes that the destination consumer 1485 

is authorized to receive the content, and a Policy Enforcement Point allows the 1486 

deliver request to be executed. 1487 

 A payload exists and is accessible for delivery. 1488 

8.4.1.2 Input 1489 

Table 37 - Deliver Function Inputs 1490 

Input Name Required/Optional 
Resource Payload Required 
Deliver Properties Optional 

 1491 

Resource Payload – Content being delivered. 1492 

 1493 

Deliver Properties – Information needed by the Deliver Component to process and 1494 

deliver the content specified in the retrieve request.  An example of one item in the 1495 

Deliver Properties could be a delivery address other than the default address to which the 1496 

retrieved resource would be returned.  1497 

8.4.1.3 Output 1498 

The outcome of using the Deliver Component is a content resource resident at a specified 1499 

destination.  There may not be specific Deliver Component output, although a status 1500 

output MAY be defined. 1501 

8.4.1.4 Post-conditions 1502 

The following post-conditions MUST be the end result of the deliver function if it has 1503 

successfully processed input and generated output as described.  Fault conditions 1504 

SHOULD result if post-conditions are not satisfied. 1505 

 The resource payload is resident at a specified destination. 1506 

 Only content that the Deliver destination is authorized to access will be delivered 1507 

to it.  Authorization will be determined based on the Deliver destination's 1508 

attributes and the content‟s Information Assurance metadata. 1509 

 The audit security service collected information and fault reports to identify and 1510 

analyze anomalous behavior or misuse during the execution of the Deliver 1511 

function or activities within the function. 1512 

8.4.2 Fault Conditions 1513 

Fault conditions as described below provide a brief description of faults that may occur 1514 

during deliver component processing.  Individual specifications SHOULD support these 1515 

faults and MAY expand their description of fault conditions to address additional 1516 

situations or provide additional detail on the fault. 1517 

 1518 
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Table 38 - Deliver Component Faults 1519 

Security Fault A fault used if the consumer is not 

authenticated or is not authorized to use the 

Deliver function. 

Deliver Component Unknown A fault used if Deliver Properties are 

present in request but the deliver location is 

not specified in the Deliver Properties and 

there is no default defined. 

Deliver Component Unavailable A fault used if Deliver Properties are 

present in request but the deliver location 

cannot be reached. 

Incompatible Deliver Protocol A fault used if there is a protocol 

mismatch.  

 1520 

  1521 
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9 External Dependencies 1522 

9.1 Service Security 1523 

The Security focus area provides a set of security-focused services to the IC and DoD for 1524 

protecting access to services, data, and their interactions within the IC/DoD Enterprise. 1525 

Integration of Security capabilities is advocated, both from the service discovery and the 1526 

service access standpoint, to protect content providers and consumers from attack from 1527 

any unknown entities. Security capabilities are responsible for authenticating and 1528 

authorizing of consumers and consumer agents, binding IA metadata to the information 1529 

that it describes (query, search result, or retrieved content), controlling access to content 1530 

resources, and enabling cross-domain search and retrieval.  Furthermore, security 1531 

capabilities provide integrity, confidentiality, and audit services that CDR providers can 1532 

leverage.  CDR providers together with their security engineers should reference the Joint 1533 

IC/DoD Security Reference Architecture (SRA) for guidance on integrating and using the 1534 

security services within and between CDR Components.
18

 It is expected that the SRA and 1535 

derived specifications will provide guidance for implementers of the CDR Components 1536 

which identifies interface points for requesting security services. As appropriate, this 1537 

guidance will be documented within the CDR Architecture Model (Para 1.6) to achieve 1538 

secure CDR services. In some cases, e.g., cross domain search and retrieval, the CDR 1539 

specifications may have to be augmented to address processing queries, query results, 1540 

retrieve requests or retrieved content to ensure that they can be inspected by cross domain 1541 

solutions in accordance with applicable cross domain policies. 1542 

9.1.1 Service Security Concerns 1543 

The following security relevant considerations are consolidated in this Section to more 1544 

clearly define points of intersection and dependency upon the Joint IC/DoD SRA that 1545 

may be of importance in realizing the CDR Specification Framework: 1546 

 Identification and Authentication: The operations defined here require the 1547 

Consumer Component to provide an authenticated identity to the CDR 1548 

Component it is calling. The authentication requirement extends to authenticating 1549 

CDR Components acting on behalf of a consumer (chained authentication). 1550 

 Activity Authorization: The CDR Component must determine if the authenticated 1551 

consumer is authorized to perform the requested activity.  In addition, it must 1552 

determine if the intended recipients of delivered metadata or resource content are 1553 

authorized to receive it. 1554 

 Resource Authorization: In addition to authorizing activities in general, for 1555 

operations that refer to one or more Saved Searches, the QM Component must 1556 

determine if the Consumer Component is authorized to perform the requested 1557 

activity on the Saved Search.  For example, a Saved Search with public access 1558 

may be readable and executable by all, but update and write permissions may be 1559 

limited. 1560 

 Access Control: The CDR Component must abide by the access control policies 1561 

for search results and retrieved content based on their IA Metadata, and on 1562 

Consumer and CDR Component security attributes. Access control is applied to 1563 

                                                 
18 This guidance could also cover the security aspects of CDR Components interacting with non-CDR Components. 
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both the Content Collection and individual Content Resources within the 1564 

Collection. 1565 

 Classification: General rules and specifications referring to the classification of 1566 

saved resources also apply to CDR Components, but are not described in this 1567 

framework. 1568 

 Auditing and Logging: General rules and specifications referring to the auditing 1569 

and logging of data apply to CDR Components, but are not described in this 1570 

framework. 1571 

 Protecting Confidentiality, Integrity, Availability and Non-Repudiation: General 1572 

rules and specifications referring to these security concerns apply to CDR 1573 

components, but are not described in this framework. This includes message level 1574 

and transport level security. 1575 

 Cross Domain Search and Retrieval: While the general rules and specifications 1576 

for cross domain solutions are not described in this framework, we anticipate 1577 

providing guidance for augmenting CDR specifications to address processing 1578 

CDR information before and after it is passed to a cross domain solution. 1579 

9.1.2 Security Fault Conditions 1580 

The following potential security fault conditions are common to most of the CDR 1581 

capabilities: 1582 

 Action Not Authorized: The Consumer does not have permission to perform the 1583 

requested function on the requested resource. 1584 

 Identity Not Authenticated: The Consumer could not be authenticated or the 1585 

claimed identity could not be confirmed. 1586 

9.2 Messaging 1587 

The Messaging focus area provides the capabilities for handling the addressing and re-1588 

routing functions necessary for asynchronous messaging.  Furthermore, Messaging 1589 

capabilities provide reliable messaging capabilities for potentially large sets of content.  1590 

CDR providers should reference the IC/DoD Messaging Reference Architecture19 for 1591 

guidance on utilizing the service discovery capabilities. 1592 

 1593 

  1594 

                                                 
19 CDR-IPT Technical Artifacts @ Unclassified Intelink Web Site: 

https://www.intelink.gov/site/odni/cio/i2e/focus/iads/cdript/default.aspx. 

https://www.intelink.gov/site/odni/cio/i2e/focus/iads/cdript/default.aspx
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Mapping, (available via the CDR-IPT Section of the Unclassified Intelink Web Site 1600 

[3] 1601 

3. CDR-IPT Technical Artifacts @ Unclassified Intelink Web Site: 1602 

https://www.intelink.gov/site/odni/cio/i2e/focus/iads/cdript/default.aspx 1603 

4. Internet Engineering Task Force (IETF) RFC 2119, March 1997 1604 

5. Description Framework Artifacts: 1605 

https://www.intelink.gov/wiki/Service_Description_Framework, 1606 

https://www.intelink.gov/wiki/Content_Collection_Description_Framework, 1607 

https://www.intelink.gov/wiki/General_Description_Framework 1608 

 1609 

https://www.intelink.gov/site/odni/cio/i2e/focus/iads/cdript/default.aspx
https://www.intelink.gov/wiki/Service_Description_Framework
https://webmail2007.bah.com/OWA/redir.aspx?C=9c78ee1888ec42e3b4e251a3a0787289&URL=https%3a%2f%2fwww.intelink.gov%2fwiki%2fContent_Collection_Description_Framework
https://webmail2007.bah.com/OWA/redir.aspx?C=9c78ee1888ec42e3b4e251a3a0787289&URL=https%3a%2f%2fwww.intelink.gov%2fwiki%2fGeneral_Description_Framework

