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DISA_ DISCLAIMER

The information provided in this briefing is for general information
purposes only. It does not constitute a commitment on behalf of the
United States Government to provide any of the capabilities, systems or
equipment presented and in no way obligates the United States
Government to enter into any future agreements with regard to the same.
The information presented may not be disseminated without the express
consent of the United States Government.
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Defense Enclave Services
Striving to Lead the
DoD in Innovation

Col ChrisAutrey, USAF

Defense Enclave Services Chief
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The IT Combat Suppart Agency
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Defense Enclave Services Chief
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DISA\ DoD IT Reform Activities

CURRENT CHALLENGES
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& IT TO0LS

Friemin NETWORK & SERVICES
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SOFTWARE
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APPS/SOFTWARE
ENTERPRISE
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Defense Enclave
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» Services
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DISA\ Defense Enclave Services (DES)

WHO WE ARE, WHAT WE DO

Serve as a single network with a Single Service Provider [(DISA),
to enahle cost efficiencies, drive service excellence and mitigate risks.

\WHAT WE ASPIRE TO BE

@ Highly functional & scalable network with state of the art architecture
@ Digital transformation solutions, ensuring network digital readiness
@ FHull service, customer-centric common use IT solutions
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4t Estate Network Optimization Reform Goals

A - Estate Network ﬂmlmlzatlon /

Innovate to single service
provider for NIPR/SIPR
Common Use IT

Align 4th Estate Agencies’
Common Use IT

Enable Agencies to focus
on core competencies

PRIMARY REFORM GOAL

IT consolldatlon and cost savings to support the Warfighter
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DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Suppart Agency

Rich Forsht

Global Service Desk Chief
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Global Service Desk

Generation X L HELLIELS Post-Millennials
(1964-1979) (1980-1995) (Born after 1995)

pocenn - D04~/ | 33% 35% | 5%

Workforce

Characteristics

‘Pew Research Center analysis of U.S. Census Bureau 2017 data

= 0 OB @0
Contact & & O oW

Method
Face-to-face Face-to-face or phone Email Online or mobile device  Any hand-held device
Service
Su pport Kiosk Kiosk or phone Email tickets to GSD NEW websites & GSD Desktop Icon &
GSD Desktop Icon Self-Service Portal

Building Trust, One Customer at a Time.
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Customer
Interaction Center
GENESIS®

O

Live Agent

1-844 — DISA —HLP
Email

Self-service

Capabilities

Hes

Automation

{3

N e e i i
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Global Service Desk

Service Support Environment

phone & Email

(1

f
+ Interaction

By API
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Service Consumers

e

Customers

Self-service & Chat

GSD ServiceNow® portal

(2

DISA’s ServiceNow® instance __
—_ "é*!’wi Self-service portal

Service receiving end-point

CRM |
{ == Chat
ITSM Bl:z_l
| -Integrated modules
| -Requires single EFDM .
| SAM | -Process governance Spe“’t":le C@j Live agent
: | -Eliminate duplication ~~  Forta —
| ITOM | now )
e m— 2l ool] Virtual agent
CMDB J

A [} H
\ ig}jé} Automation

Service Level

Report Management
u g Management Marquee/
Dashboard
Knowledge & —
Management sset Management
(3)
Orchestration " DoD Partners
Ticket T ®
Automated ' Now® platform
° Exchange

workflows
% now

o s e
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Miguel Cerritos - Aracen

IT Services Division Chief - Operations Center
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D]SA\ Lead in Enterprise IT Services

Deliver and operate a worldwide common use enterprise IT service

Enable IT innovations and solutions

Identity is the new perimeter

CUStom_er_ Service Availability - Users expect services when they need them
Centric

Customers to adopt cloud services
Telemetry and monitoring data points to improve the customer experience
Provide a secure IT environment
Performance Metrics and Threshold Alerts

Global IT Enable Data Driven decision-making

Services Leverage Automation for volume and global scale

Security models to evolve — network segmentation

IT Support Everywhere and Anywhere
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Laura Herbertson
Deputy Program Manager/Division Chief
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DISA\ Acquisition of Innovations

Successful adaption of innovations considerations

Return on Investment

» We operate in a resource-constrained environment with budgets reduced every
year.

* Any capability added to the network cannot add costs. There needs to be a
support business case, an offset of costs, or better utilization of resources.

Technology Maturity

» We are a network in sustainment, with no RDT&E budget. New capabilities need
to be close to operational, ready to be tested in our production environment.
» We don’t have manpower or funding to develop prototypes.

» Technology insertion must be done through our awarded contracts with our
service providers.
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DISA

DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Suppart Agency

Chris Miller

Programmatic Consolidation Branch
Branch Chief
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DoDNet Equipment Manage

Supports up to $2 billion in orders over five years (no annual cap)

o N (. » Desktop computers e Monitors o Software

‘EQU q& NT 12 P roduct . EVOIP phones & equipment «  Network equipment « VTC
MA AGEMENT categ ories °* KVMs « Peripherals * Webcam
S et » Laptop computers « Servers e Zero Client
Including:
-

e CATA G ..

ot / logitech Ny

S el
: b NUANCE

Catalog includes

249 products
35 brands vl =
AVAYA CISCO E::g:gﬁszackard
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Sub-Catalog Breakout

’

Catalog covers a broad array of products to serve a variety of 4E IT procurement needs

Three sub-categories will be available for use within the 4t Estate... ...three additional sub-categories
available to the 4ENO PMO
L_|
Infrastructure Software
Workstations Peripherals EVOIP * 43 products
e 6 0OEMs
« Desktops e Peripherals « EVOIP desk
« Laptops e KVM phones
« Tablets «  Monitor « Conference Endpoint Software
e Zero Clients  Webcam phones @ « 19 products
« EVOIP equip. Eﬂ « 13 OEMs
Dell*, HP*, 14, incl. Honeywell, Avaya i Infrastructure Hardware
Apple Logitech, Starkey, Cisco - -,
Plantronics CIS - n - 73 products

e« 30EMs

*Catalog will include either Dell or HP products for each workstation category, depending on most
competitive pricing available
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DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency

CJ www.disa.mil € /USDISA O @USDISA
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Back-up
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Customer
Interaction Center
GENESIS®

O

Live Agent

1-844 — DISA —HLP
Email

N s, s, e, . ., e
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By API

How customers access the
Service Support Environme

Service Consumers

Sel'f—service &

C
j.i:. N hat
Customers
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Service receiving end-point
DISA’s ServiceNow® instance
.

— — —

E CRM J
=M -Integrated modules V
3 -Requires single EFDM .
L 3 -Process governance Service
i — -Eliminate duplication Portal
| ITOM —
[v CMDB
r L \
Report Management Service Level
Management
Knowledge . -
Management sset Management

GSD ServiceNow® portal

[ [nowlself-service portal
EI:Z_I Chat

|D Live agent

>

ool Virtual agent

&

Automation

Marquee/
Dashboard

G &

Orchestration
Ticket

Exchange

(&
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workflows

DoD Partners
ServiceNow?® platforms

Ticket escalation
Auto ticket updates




Service Support Environment (SSE
Enablers and Governance
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SSE Environment

The SSE is the foundation of how DISA supports our customers. The SSE core toolsets enable the
common customer support capability across the entire agency in the role of service support.

£ Genesys

Custo/m.e\r'}
Portal

© Jira Software

Sbme
Remedy

SSE Environment

servicenow

Service Support Environment Enablers;

* |ITIL and DESMF

* Common DoD EFDM

» CC/S/A ServiceNow® escalations to DISA
* APl integration with common tools sets
* Single touch point for customers & self-service * |IT Operations Management

* Phone/Chat Bots

* Automation & orchestration

Service Support Environment Governance
* Chair FE3 and Co-Chair SD2
* Tightly controlled DoD EFDM
* Standardized processes aligned to ITIL & DESMF
* IT Service Management

* Customer Relationship Management
» Work task analytics for CSI opportunities
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Service Support Environme
Operations Culture Cha

Contact Deflection
Enabled by self-service/automation
(knowledge articles, service catalog, virtual assistant) o
and better change/problem management — CSAT (/)) o
—— - 100 98%
TI Support Tasks shift to TO . E— —
{/h\ TII Support Tasks shift to Tl 20 .
""" _— ™ P TIll Support Tasks shift to TlI 70
......... m 60
= R o
i u 30%
< Tier g 3 40
I o S o
o o a 15%
2 2 2 20
: =
50% o o 2 0
Estimated £ Y (o) . X . .
; o o S Tier 3 Tier2 Tierl TierO
Service Support =3 =3 ﬁ
deflection $ 3 o
tied to automation > z o
and Phone/Chat g 3 o] @ MTTR (hrs.)
Bots 3 3 () 20
5 ) £
S S a
............ 15 15
: Tier Il Tier Il
........... . GSD Tier| Technology h Technologist 10
GSD Tier0 C@) First Contact Resolution Smart Technicians /Developer
== | Human Agent «  Handles non-repeatable + Code/Service SME support 5
A1 Automated Response P Self-Service + Handles all repeatable processes processes * Handles technology service 5
O-IJ_T « Botagent —| * 24/7 support * Triggers all pre-built orchestration « Technology event managers design evolution
* Reduce cost * Resolve issues faster tasks « Incidents/changes escalated + Technology code upgrades and 0.5 0.2
+ Improve resolution time + Deflect calls * Decreases operational costs from Tier| testing for Release & Deploy 0
. . . . K ledge datab: * Increases customer satisfaction «  Continually works with SSE t Continually works with SSE to . . . )
Reduce agent intervention nowlecke database + Consolidate and build single bulld orchestration camabilties build orchestration capabilities Tier 3 Tier 2 Tier | Tier O
shared knowledge base
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Platform |N®W| ServiceNow®

*  Service Portal *  Peer Benchmarks

*  Service Catalog *  Actionable Analytics
* Knowledge Base « Time Series Databases
* Status Notification ¢ Service Aware CMDB
*  Workflows *  Virtual TaskBoards
* Anomaly Detection * Integrations and APIs
*  Supervised Machine ¢ Mobile Apps

Learning

Module r:] IT Service Management

«  Cost e Change
«  Asset * Problem
«  Release * Incident

GSD SSE Technology Roadmap

Platform né‘!’w‘ ServiceNow®

¢ NIPR environment
*  Mirrored IL6(SIPR)
*  CDES Solution

Integrations

{o1 . « GINMS * NCCM-R/MSS
Module {3} IT Operations Management . RMS +  Sharkseer
*  WWOLS
*  EventManagement * Discovery
*  Operational Intel ¢ Cloud Management
*  Service Mapping ¢ Orchestration

Module @ Software Asset Management

¢ Client Software Distribution ~ «  Software Asset Management

Integrations
* EIFS (Enterprise Identity Federation Service) IDM

* DoDNet IdM system --- Sailpoint IdentitylQ

*  Microsoft System Center Configuration Manager (SCCM)
e Solarwinds

Customer Interaction Center

* DoDNet IdM system --- Intranet Services Directory Service (ISDS)

k&]
CIC Enhancements @
« IVR
* Phone Tree Flattening

*  Red Hat Ansible Automation Platform
* Mobile Device Management
*  Aternity End User Experience Monitoring

‘ Integrations

. -

Virtual Agent, Predictive Intelligence ([ec

CIC Enhancements &2
* Interaction Marquee/Dashboard

«  ServiceNow Virtual Chat Assistant / Predictive Intelligence
*  Genesys Pure Connect Customer Interaction Center (CIC)

Continuous Enhancement and Improvements Efforts
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ITSMI10C ITSM FOC ITOM I0C
ECO/DLA
ITSMI0C

ISP

DJOC/DG/ECO/ISP

&

* 4

SAMIOC ITOM FOC SAMFOC

*

ITSMFOC ITOMIOC ITOMFOC

ITSMIOC ITSMFOC
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D-ISA\ Conclusion

SSE evolution desired outcomes
* Improved customer experience
» Transparency- customer can see the status of their tickets on demand
» Tier 0 Self service — enhanced “youtube” like experience with one click fixes (automation)
» Faster restoration times
» Transparency and informed customers
* Cost avoidance & operational efficiencies
» Service support standardization
> Customer interactions handled at lowest tier and $$
* Improved IT services though adoption of industry proven good practices
» Align with ITIL and Defense Enterprise Service Management Framework (DESMF)
Establish DoD ServiceNow® Enterprise Foundation Data Model (EFDM)
Process standardization (Project, Case, Request, Incident, Problem, Change)
Repeatable outcomes
Ability to compare performance to industry

VV VY
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DEFENSE INFORMATION SYSTEMSAGENCY
The IT Combat SupportAgency

CJ www.disamil € /USDISA ¢ @USDISA
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