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D]SA\ Disclaimer

The information provided in this briefing is for general information
purposes only. It does not constitute a commitment on behalf of the
United States Government to provide any of the capabilities, systems or
equipment presented and in no way obligates the United States
Government to enter into any future agreements with regard to the same.
The information presented may not be disseminated without the express
consent of the United States Government.
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D]SA_\ Agenda

* Overview
= Access Management
» File Transfer
= Strong Authentication

 Questions/Comments
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DISA_\ Access Management

Management

Out of Band
Management

Network _‘ _ Windows Stand-Aloné
- x| - Servers

Active Directory
Domains
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DISA_\ Access Management Methods

Dedicated Desktop

Mobile Device _
Iw,‘& ¢ VPN
Virtual Desktop
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Windows Stand-Alone
Servers

Active Directory
Domains
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Physical to Virtual Evolution

‘ B Active Directory

LAN or VPN Access

=

Operating System: up 1o 28 Gigs.

Applications: Netwerk and locally installed, unknown apps
User Proffiles: tied 10 he physical maching

Storage: User data, up to 200 Gigs on the local machine

Empowering the End User
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Operating System: size of OS reduced significanity
Applications: Licenses controlled; tied lo Active Directory

User Profiles: flexible and allows for roaming

Storage: No data on machines; potential enforcement of policies

End user devices are
totally independent of OS,
applications and user
profiles



Desktop vs. VDI

Attributes

UNCLASSIFIED

Data is located disparately, on individual machines

Securit
y Multiple security baselines, upgrades require

users to be online

Provisioning takes days/weeks

End User Experience
Machine downtime, decreased productivity

0OS/Apps/Patch Management resource and labor
intensive

Less optimized capability to roll back updates

Operational Management
Help Desk Call volume impacted

Patching is complex, can take weeks to complete

Stored on local Hard Drive, unrecoverable if lost

Data Recovery or stolen

Access to data limited to device

Flexibility

Data is centralized within secured data centers

Single security baseline, changes take affect
immediately

Provisioning takes less than 24 hours
Less Downtime; Improved Productivity

0OS/Apps/Patch Management performed at the
data center, reduced labor/resources

Rapid Roll back of updates

Fewer help desk tickets due to less configuration
challenges

Patching performed instantly across all desktops

Data resides within data center

Access data from any device
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The Benefits of VDI

For Mission Partner

» Centralized management of desktops and applications.
« Rapid delivery of technology and capability enhancements and upgrades.
» Lower service support cost (Tier-2)

» Reduces cost of end point devices

Security

e Centralized management of desktops and
applications.

e Improved security of the network.

« Datais centralized within secured data
centers

» Creates an effective Data Recovery/COOP
capability

E—
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End User Experience

End users can access their workspace
from multiple devices and move from one
device to the next.

End user data is backed up and follows
the user wherever the user accesses the
desktop.

New services are rapidly provisioned,
cutting down on wait times for requested
capabilities.

Operational Management

Patching performed instantly across all
desktops

OS/Apps/Patch Management performed
at the data center, reduced
labor/resources



DISA_\ Securing the Network
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File
Transfer

Out of
Band

Network
A

v

Servers
UNCLASSIFIED

.

Internet
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VDI

Virtual Desktop Infrastructure (VDI)

Centralized management of desktops and
applications

Improved security of the network

Data is centralized within secured data
centers

Creates an effective Data Recovery/COOP
capability
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DISA_\ Server Authentication

Windows Stand-Aloné
Servers

Active Directory
Domains
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DISA\ De-centralized Account Management

Windows Domains

Windows Stand-Alone Servers Non-Windows Servers
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DISA_\ Username / Password Authentication

Username /
Password
] Windows Stand-Alore
& =/ Servers
SIGN IN !

Active Directory
Domains
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D]SA_\ Two Factor Authentication

Windows Stand-Aloxne
Servers

Active Directory
Domains
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D]SA\ Tiered Separation

Server Resources
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DISA\ Centralized Account Management

User Forest

v

Windows Servers Non-Windows Servers

Windows Domains

Resource Forest
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D]SA\ Recapitulation

V%

/,’ VDI S

,*° Desktop
X

Privileged
User

|

Stand-Alone

Enterprise Server Domain
Agcess Portal Windows Windows Non-Windows
File Transfer Domains Servers Servers
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rate us it
V|S|t us DISA Booth # 443

I3 Facehook/USDISA

fﬂ I I OW lIS 2 Twitter/USDISA
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DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency

CJ www.disamil € /UsDISA ¢ @USDISA
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