
	DISA CONUS

INTERNET PROTOCOL ROUTER (IPR) NETWORK

PERFORMANCE EVALUATION CHECKLIST

	
AREAS
	YES
	NO
	N/A

	A. ADMINISTRATION

1.  Is there an OI to inform personnel on how to prepare the node for power down/power up procedures?

     Ref:  DISAC 310-55-9, C2.5
	
	
	

	2.  Does the facility maintain a current, up-to-date DISA reference library that is accessible to controllers as outlined in Enclosure 1 of this circular? 

    Ref: DISAC 310-55-9, C2.3 
	
	
	

	3.  Does the facility maintain Technical Orders (TOs), Technical Manuals (TMs) or commercial publications for all associated IPR equipment?

   Ref: DISAC 310-55-9, C2.3
	
	
	

	B.  NODE SITE COORDINATOR (NSC)
1.  Is the NSC and alternate appointed in writing?

    Ref: DISAC 310-55-9, C2.1
	
	
	

	2.  Is the information on the NSC and/or alternate current?

    Ref: DISAC 310-55-9, C2.1
	
	
	

	3.  Does the NSC provide, or arrange for provision of, local site assistance to Monitor Center (MC) controllers on a 24‑hour, 7‑day‑a‑week basis or can provide local site assistance within 2 hours?

   Ref:  DISAC 310-55-9, C2.1
	
	
	

	4.  Does the NSC ensure that installed node site equipment is not altered, tampered with, moved, or perform maintenance other than external cleaning without proper authorization?

    Ref: DISAC 310-55-9, C2.2
	
	
	


	
AREAS
	YES
	NO
	N/A

	5.  Is the NSC coordinating and monitoring scheduled and unscheduled corrective maintenance, as directed by DISA or the network MC?

    Ref:  DISAC 310-55-9, C2.2
	
	
	

	6.  Does the NSC maintain a current site access roster from site

security personnel and use it to coordinate node site access?

    Ref:  DISAC 310-55-9, C2.3
	
	
	

	7.  Has the NSC  implemented site security procedures as specified in applicable DOD and service directives?

    Ref: DISAC 310-55-9, C2.3
	
	
	

	8.  Does the NSC maintain NIPR/SIPR Network documentation issued by DISA and the Network Information Center (NIC) i.e. newsletters, and bulletins?

    Ref: DISAC 310-55-9, C2.3
	
	
	

	9.  Does the NSC maintain a current list of telephone numbers for the network MC, host administrators for each host connected to the node site equipment, servicing telephone company, DII technical control?

    Ref: DISAC 310-55-9, C2.3
	
	
	

	10.  Does the NSC maintain a file of correspondence for all Telecommunications Service Requests (TSRs) and Telecommunications Service Orders (TSOs) for NIPR/SIPR and Communications Server access circuits and interswitch trunks terminating at the node site?

    Ref: DISAC 310-55-9, C2.3
	
	
	

	11.  Does the NSC retain up‑to‑date node configuration diagrams?

     Ref: DISAC 310-55-9, C2.3
	
	
	

	12.  Does the NSC have electronic mail capability?

     Ref: DISAC 310-55-9, C2.7
	
	
	

	13.  Does the NSC account for NIPR/SIPR node equipment IAW DOD and S/A regulations?

     Ref: DISAC 310-55-9, C2.10
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	YES
	NO
	N/A

	C. FACILTIES
	
	
	

	1.  Are KG-84A circuits (host/terminal) using Over The Air Rekey (OTAR) procedures?

    Ref: NSTISSI No. 3017
	
	
	

	2.  Does the NSC provide for the care and safekeeping of all installed node site equipment and equipment shipped to the node site for future installation?

    Ref: DISAC 310-55-9, C2.5
	
	
	

	3.  Is there adequate space provided around the node?

    Ref: DISAC 310-55-9, C2.5
	
	
	

	4.  Is the node on an Uninterruptible Power Source (UPS)?

    Ref: DISAC 310-55-9, C2.5
	
	
	

	5.  Are all cables neatly run?

    Ref: DISAC 310-55-9, C2.5
	
	
	

	6.  Are all cables connectors strapped to a support fixture?

    Ref:  DISAC 310-55-9, C2.5
	
	
	

	7.  Are patch panels labeled to reflect the correct Command Communication Service Designator (CCSD) and Telecommunications Restoration Priority (TSP)?

    Ref:  DISAC 310-55-9, C2.5, 
	
	
	

	8.  Is equipment grounded within the equipment cabinets?

    Ref:  DISAC 310-55-9, C2.5
	
	
	

	9.  Are all intercabinet and power cables labeled?

    Ref:   DISAC 310-55-9, C2.5
	
	
	

	10.  Is the node equipment dust‑free? 

     Ref:  DISAC 310-55-9, C2.5
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	NO
	N/A

	11.  Have the batteries in the crypto been changed/checked in the last four months??

    Ref:  None
	
	
	

	12.  Does the site have test equipment with correct interfaces to perform fault isolation?

    Ref:  DISAC 310-55-9, C2.5
	
	
	

	D. TRAINING      

1.  Has the NSC and/or alternate attended the DISN NSC training course?

    Ref:  DISAC 310-55-9, C4.1
	
	
	

	2.  Are the NSC and alternate familiar with the node equipment racks and guidance for its use?

    Ref:  DISAC 310-55-9, C4.2
	
	
	

	3.  Are the NSC and alternate familiar with the encryption rack and the guidance for its use?

    Ref:  DISAC 310-55-9, C4.2
	
	
	

	4.  Are the NSC and alternate familiar with the communications rack and the guidance for its use?

    Ref:  DISAC 310-55-9, C4.2
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